[Tpunoxenue Ne 2 k npukazy
Ne O-129 ot 16.08.2016 1.

MOJIUTUKA HH®OPMAIIMOHHOM BE3OITACHOCTHA HH®OPMAIIMOHHBIX
CUCTEM NEPCOHAJIBHBIX JTAHHBbIX

MBOY «COHI Ne 54» r. Yebokcapsbl

r. Uebokcapsl
2016 r.



COJEPKAHUE

(0110150 (S11 (<3214 ST TP PP TP PPPPPPPP 3
230 (<32 07 (T 8
J RO 1030007 (S0 (0 1) (0 ; (=351 0 G 9
A @335 : 1o w301 (537 (o u':) 2 6 (RPN 10
3 CucreMa 3aIUTHI TEPCOHATTBHBIX JIAHHBIX . ...tteeeetsssuettnrereeeesssaasstssseeeseesssaasssssseeassessssansssnseeeees 11
4 TpeboBanus K MOACUCTEMAM C3ITJIH ...ovviiiiiiiiiiiiiii e 13
4.1 IloncucTemsl yIpaBieHUS JOCTYIOM, PETUCTPALIMU M YUETA ....evvvreeirrrreeeasnnrenessannneeeesnnneess 13
4.2 Tloncuctema oO6ecrieyeHUs LETOCTHOCTH M JJOCTYITHOCTH «..vvenvvrreeessnrneeessnnneneesnnnneeeesnnnneess 13
4.3 TToacucTeMa AHTUBUPYCHOM BATIIHITBL. ...ceeeeeesiuuetttreeeeeeessaassssssseeeeasesssaansssssseeeeeeesssannsnnnneeeeess 13
4.4 TlopcucreMa MEKCETEBOTO IKPAHUPOBAHMS ... .uvvvvrrrreeessiiiirrnrereeseessssnssnnssseeseesssssssnnnseseees 14
4.5 TloacucTeMa aHATN3Q 3ATIHIIEHHOCTH ...u.evvtneerrnetsaesstnesstaesssnesstnsessnesstsssssesstaerstasesrrersnns 14
4.6 [loncuctemMa OOHAPYKEHUST BTOPHKEHII «..eevuvvvrieiiiriieeisiiieeeesinee e e snree e e s e s 14
4.7 Iloncuctema KpUMTOTPAPUUIECKOM BALIIUTBL -...vvveeeuerreeeesasnnreeesassnneeeesssnneeeassnnneeeessnnneeeessnnneess 15
S TTOTB30BATEIH MICTIIIH .....vvveeiieiiiiiiee ettt e et e e e e e ettt e e e e e e e e an 16
5.1 AAMHHUCTPATOP MICTIIIH ...ttt e e e e s nnenees 16
5.2 AIMUHUCTPATOP OCBOTIACHOCTH .. ceeeisstttrrereaeesssassstsssseasssssssassssssessaseessssnssssseseessssssnnssnnnes 16
5.3 0MEPATOP APM ... 17
5.4 AZIMITHUCTPATOP CETH . etiiiuuurtrreeresesssaasstssseesssssssassssssssseassesssaassstsssssaesessssnssssssseessessssnsssnns 17
5.5 TexHUYeCKHil CIEIUATKCT 10 00CTY)KUBAHUIO IEPUDEPUIHOTO OOOPYTOBAHUS ............c..... 17
5.6 TTporpaMMucT-pazpabOTIMK MCTIIIH .....ovvvviiiiiiiiiiiiiiiiccce e 17
6 TpebGoBaHus K nepcoHaTy Mo o0ectedeHMIO 3amUTBI [TIIH ......cccvvvviiiiiiiii 18
7 JomxHOCcTHBIEC 0053aHHOCTH MOIB30BATEHCH MCIIH .ovvvvviviiviiiieiiieeeeeeeeeeeeeeeeeeeeeeeeeeee 19
8 OrBercTBeHHOCTH COTPYIHUKOB MICITIH MBOY «COIL No 54" 1. UeOOKCAPDL.......vvvvvvviieeeennnns 19
9 CHHCOK HUCTIOJIB30BAHHBIX MCTOUHIKOB ......vveeesusseeessutnreeesassssesesanssseessanssseeesansnnsesssnsneeeesansnseeenns 20
L0700 453 1 (S OO PO PP PPUPPR PP 21

[Nonutnka nadopmannonHoi 6ezonmacHoctu. Crpanuia 2 u3 29



OmnpenesieHus

B HacrosieM JOKyMEHTE UCIIOIb3YIOTCA CIEAYIOLIME TEPMUHBI U UX ONPEEICHHUS.

ABTOMAaTH3MPOBAHHAsl CHCTEMAa — CHUCTEMA, COCTOsIAs W3 IEpCOHaJa M KOMIUIEKca
CPEACTB aBTOMATHU3ALMHM €ro JAEATEIbHOCTH, pealn3yromas HHPOPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAaHOBJICHHBIX (DYHKIIUH.

AyTeHTH(UKANMSA OTHPABUTENA [JaHHBIX — IOATBEPKIACHUE TOTO, YTO OTIPABUTEIH
MIOJIyYEHHBIX IaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHocTh mNepcoOHANBbHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEpU3yeMOE€ CIOCOOHOCTBIO  IOJIb30BATENEH, TEXHUYECKHX CPEACTB U
MH(POPMALMOHHBIX TEXHOJIOTHI 00ecreunTh KOH(PUACHIINATBHOCTD, IEJIOCTHOCT U JIOCTYITHOCTD
MEPCOHAIBHBIX JaHHBIX MpHU UX 00paboTKe B HMH(MOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JTAHHBIX.

Buomerpnueckne mnepcoHabHbIe JaHHbIE — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢u3NOIOrNUYecKue OCOOEHHOCTH YEeJIOBEKa M HAa OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €ro
JUYHOCTh M KOTOPBIE HUCIOJIb3YIOTCS AAMUHHUCTpAIMEH /ISl YCTAaHOBJIEHUS JINYHOCTH CYOBbEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pabaThIBAThCA TOJBKO MPU HAJTUYHUU COIJIACHS B MMCbMEHHOMN
¢dopme cyObeKTa NMEpCOHANbHBIX JAHHBIX (BKJIOYas ¢ororpaduu, OTIEeYaTKd MNajbleB, oOpa3
CETYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHUS Tela U JPYTYIO MOA00HYI0 HH(OPMAIIUIO).

BiokupoBanue nepcoHANBHBIX [AaHHBIX — BpPEMEHHOE IpeKpalleHue o0paboTKH
MEepPCOHANBHBIX JaHHBIX (32 MCKIIOYEHHEM CIlIyyaeB, eciM o00paboTka HeoOXonuma s
YTOYHEHUS TIEPCOHAIBHBIX JTAHHBIX).

Bupyc (KoMNbIOTEpPHBI, NPOrpaMMHBIN) — HCHOJHAEMBIM NPOTPAMMHBIA KOJ WIH
MHTEPIPETUPYEMBIi HA0Op MHCTPYKUMH, OONajaromuii CBOMCTBAMHU HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHus ¥ camoBocnpousBeieHus. Co3qaHHble JyOIMKaThl KOMIIBIOTEPHOIO BUpYca He
BCErJa COBMNAJAIOT C OPUIHMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K  JAajJbHEHIIEMY
pacrpoCTPaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHass mporpamma — nporpamma, IpeJHa3HAyeHHas Uil OCYILECTBJICHUS
HECAHKIIMOHUPOBAHHOIO JOCTYyIa U (MJIM) BO3ACHCTBUS HA MEPCOHAIbHBIE JAaHHbBIE WIIN PECYPCHI
MH(POPMALMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHMYECKHE CPeICTBA M CHCTEMbI — TEXHHYECKHE CPEICTBA U
CHCTEMBI, HE IpeHa3HAYCHHbIC I Mepeaadyn, oOpabOTKU M XpaHEHUs] NEePCOHAIbHBIX JAAHHBIX,
yCTaHaBJIMBAEMbI€ COBMECTHO C TEXHHYECKUMH CPEICTBAMM U CHCTEMaMM, IpeAHa3HaYeHHbIMU
U1 00pabOTKM MEPCOHAIBHBIX JAHHbIX WIM B IOMEILEHHSAX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMALMOHHBIE CUCTEMBI IIEPCOHATIBHBIX JAHHBIX.

HocTyn B onepanuoHHyr0 cpeay KOMIbloTepa (MHGOPMALMOHHON CHCTEMbI MEPCOHAIbHBIX
AAHHBIX) — [IOJTy4€HHE BO3MOXKHOCTH 3aITyCKa Ha BBIIOJIHEHHE IITaTHbIX KOMaH 1, (PYHKLIMIA, IpoLIeTyp
OIEPALIMOHHON CHCTEMBbI (YHUUTOXKEHHsI, KOMMPOBAHUs, IIEpEMEIIEHNS U T.I1.), UCTIONHAEMbIX (DaiiioB
HPUKIAIHBIX IPOrPAMM.

Jocryn k mH(poOpManuu — BO3MOKHOCTb HOJTy4eHHUsI MH(POpMALMK U €€ KCTIO0Ib30BaHUsL.

3akyIaj0YHOe YCTPOMCTBO — 3JIEMEHT CPE/ACTBA CheMa HH(MOPMALMH, CKPBITHO BHEIPSEMbIil
(3aKyabIBaeMblii WM BHOCHMBIN) B MecTa BO3MOKHOIO cbeMa MH(opMalmu (B TOM 4YHCIE B
OTrpaK/IeHHEe, KOHCTPYKLIMIO, 000pYJ0BaHHUE, MIPEIMEThI HHTEPhEpa, TPAHCIIOPTHBIE CPEZICTBA, A TAKKe B
TEXHUUYECKUE CPEJICTBA U CCTEMbI 00pabOTKH MH(POPMAIUH).

3anmmaemass uHpopManms — uHOOpMALUS, SBISIONIASACS IPEAMETOM COOCTBEHHOCTH U
MO/VIeXKaIlasl 3aliuTe B COOTBETCTBUM C TPEOOBAaHMSIMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHUSMH,
YCTaHABIIMBaEMbIMH COOCTBEHHUKOM MH(OPMALIUH.

Hnentnmkammst — mnprcBoeHue CyObeKTaM M OObEKTaM JIOCTyna HMIeHTH(HKartopa W (Hin)
CpaBHEHHE NPETbSABIIIEMOT0 HICHTH(HKATOpA C IEPEUHEM TPHUCBOECHHBIX UACHTHU(PHKATOPOB.

HndopMaTuBHBIA CHTHAT — SJEKTPUYECKUE CHIHAJBL, AKYCTHMYECKHE, JJIEKTPOMArHUTHBIE U
npyrue (uBudeckre Mojs, MO TapamerpaM KOTOPBIX MOXKET ObITh pacKpbiTa KOH(HACHIMATbHAS
uHpopMarms (epcoHAIBHBIE JTaHHBIE) 00padaTbiBaeMas B MH(POPMAIIMOHHOM CHCTEME MepCOHATBHBIX
JIAHHBIX.
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Nudopmannonnass cucrema mnepcoHanbHbIX JAaHHbIX (MCII/IH) —coBOKynHOCTH
coJepkamuxcs B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00CCIIEUMBAIONIUX HX 00pabOTKy
MH(POPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEJICTB.

Hudopmanyonnble T€XHOJOIMH — TIPOIECCHI, METOIBI TMOKCKa, cOopa, XpaHeHus, 0OpabOTKH,
TMPEIOCTABIICHUSI, PACIIPOCTPaHEHUsT MH(MOPMAITUA M CIIOCOOBI OCYIIECTBIICHUSI TAaKUX MPOIECCOB H
METO/IOB.

Hcnosb30BaHne NMepPCOHATBHBIX JAAHHBIX — JEHCTBHS (OMEpanuu) C TMEepPCOHATBLHBIMU
JaHHBIMH, COBEpIIAEMbIC ONEPATOPOM B LENAX MPHHATHS PEMICHUH WA COBEPUICHHUS HHBIX
NEWCTBUH, TOPOKIAOIINX IOPUINIECKHAE TTOCTIESICTBUS B OTHOIICHUN CYOBEKTa IMEePCOHATBHBIX
JAHHBIX WM JAPYTHX JIUI MO0 MHBIM 00pa3oM 3aTparuBaroOIIMX IpaBa U CBOOOABI CyOBEKTa
NEPCOHANBHBIX JAHHBIX WU IPYTUX JIHII.

Hcrounuk yrpossl 0e3onacHOCTH MH(POPMALUHU — CYOBEKT JIOCTYMa, MaTepuaabHbI OOBEKT WU
(br3uYecKoe sSBIIEHUE, SIBISOLMECS IPUUMHON BOSHUKHOBEHHUS YIPO3bl 0€30MaCHOCTH UH(DOPMAITIH.

KonTposmpyemasi 30Ha — MpOCTpaHCTBO (TEppUTOpHS, 3[aHME, YacTb 3[aHMS, IMOMEILEHHUE), B
KOTOPOM HCKJTFOYEHO HEKOHTPOJIMpPYEMOE MNpeObIBaHHE MOCTOPOHHMX JIMII, a TaKKE TPAaHCIOPTHBIX,
TEXHUYECKUX W MHBIX MaTePUATBHBIX CPEIICTB.

KonduaeHunaibHOCTh NepCOHATBHBIX JAHHBIX — 0053aTeNIbHOE VTSI COOMIOICHHST OTIepaToOpoOM
WIM WHBIM TIOJyYMBIIMM JIOCTYI K TIEPCOHAIBGHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JOMYCKaTh HMX
pacripocTpaHeHyue Oe3 cornacusi CyObeKTa MEpCOHATbHBIX JAHHBIX WM HAIWYMS MHOTO 3aKOHHOTO
OCHOBaHWUI.

MexkceTeBoii IKpaH — JIOKaTbHOE (OJHOKOMIIOHEHTHOE) WM (hyHKIIMOHATIBHO-PACTIPEICTICHHOE
nporpaMMHOe  (TIPOrpaMMHO-aNMapaTHOe) CPEeCTBO  (KOMIUIEKC), peai3yrollee KOHTPOJIb 32
uHpopMaiel, mocrynatomied B HHOOPMAIMOHHYIO CHUCTEMY TE€PCOHABHBIX JAHHBIX W (WIJIN)
BBIXO/IAITICH N3 MHDOPMAITMOHHOW CUCTEMBI.

Hapyumrens 0€30acHOCTH TNEPCOHAJIBHBIX JAHHBIX — (DU3MUYECKOE JIMIO, CIy4ailHO WA
MpeTHAMEPEHHO COBEpIIAIOIIee JEHCTBUS, CIECTBUEM KOTOPBIX SIBISIETCSI HApyLIEHHWE OE30IacHOCTH
MIEPCOHATIBHBIX JIAHHBIX MPU MX 00pabOTKE TEXHUYECKUMH CPEACTBaMU B MH(DOPMAITOHHBIX CHCTEMax
TMEPCOHATBHBIX JAHHBIX.

HeaBToOMaTu3npoBaHHas o0padoTka NMePCOHAIbHBIX JAHHBIX — 00paboTka
MEPCOHAIBHBIX JAHHBIX, COJEPKALUXCA B MH(MOPMAIIMOHHON CHUCTEME MEePCOHAIBHBIX JaHHBIX
nu00 W3BJICUYEHHBIX M3 TAaKOW CHUCTEMbl, CUMTACTCA OCYILECTBICHHOW ©O€3 HCHOJIb30BaHUS
CPEICTB aBTOMaTH3allu (HEaBTOMATHU3HPOBAHHOM), €CJIM TaKhe ACUCTBUS C MEPCOHAIbHBIMU
JAHHBIMHU, KaK HCIOJb30BaHHE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHUUYTOKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIICHUU KaXJIOTO U3 CYOBEKTOB MEPCOHAIBHBIX NAHHBIX, OCYILECTBISIOTCS MpPU
HEMOCPEJICTBEHHOM y4acTUU YEJIOBEKa.

HenexsapupoBanHble  BO3MOKHOCTH — (GYHKIMOHATBHBIE ~ BO3MOXKHOCTH  CPEJICTB
BBIYMCITUTEIHHON TEXHHUKH, HE OTIMCAHHBIE I HE COOTBETCTBYIOIINE ONMMCAHHBIM B IOKyMEHTAIIWH, TIPH
UCTIONB30BAaHUM  KOTOPBIX BO3MOXKHO — HApyIICHHE KOH(PUACHIMAILHOCTH, JOCTYIHOCTH WU
LIEJIOCTHOCTH 00pabaThiBacMOi HH(POPMAITHH.

HecankumonnpoBaHHbIii J0CTYN (HECAHKIIMOHUPOBAHHBIE JIEHCTBHSI) — JIOCTYI K MH(POPMAIUU
WM JeHCcTBUS ¢ MH(pOpMAIHeH, HapyIIAoONHe MMpaBia pa3rpaHuueHus JOCTYNA C UCIIOJIb30BaHUEM
IITaTHBIX CPEJICTB, MPEIOCTABISIEMBIX HH(POPMAITMOHHBIMH CHCTEMAMU MEPCOHANBHBIX JTaHHBIX.

Hocutens unpopManuu — (U3MUECKOE JMIO WIM MaTepUATbHBIA OOBEKT, B TOM YHCIIE
¢u3nyeckoe 1mose, B KOTOPOM HH(OpMaIMs HAXOJUT CBOE OTPOKEHHE B BHIE CHMBOJIOB, 00pasos,
CUTHAJIOB, TEXHUYECKUX PpELIEHMH W TPOLECCOB, KOJIMYECTBEHHBIX XaApPaKTEPUCTHK (DU3MUECKUX
BEITUYHH.

O0e31M4YMBaHMe MEPCOHATBHBIX JaHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHO 0€3 MCIOJIb30BAHUS JOMOJHUTEIBHON HHPOPMALIMU OTIPEACTUTh PHHAICKHOCTD
MePCOHATBHBIX TAaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX TAHHBIX.

O0pa0oTka NepcoHANBHBIX AAHHBIX — JI000€ JelicTBUE (omepanusi) WIM COBOKYIMHOCTb
nedcTBuil  (omepaiii), COBEpIIAEMbIX C MHCIOJIBb30BAaHMEM CPEACTB aBTOMATW3alMUd Wi  0e3
WCTIOJIB30BAHMS TAKHX CPEJICTB C IEPCOHAIBHBIMU JIAHHBIMHU, BKITFOUast COOp, 3aITiCh, CUCTEMATH3ALIHIO,
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HAKOIUICHHE, XpaHEeH!Ee, YTOUHeHHe (OOHOBIIEHNE, I3MEHEHHE), U3BIICUEHNE, HCTIOIB30BaHKE, TIepeady
(pactipoctpaHeHue, TIPENOCTABICHUE, JOCTYN), OO0E3NMYMBaHKE, OJIOKMPOBAaHUE,  YIAJICHUE,
YHUUTOXKCHHE MIEPCOHATTBHBIX TAHHBIX.

OO0wmenocTynHble  NMepCOHAIbHbIE  JIaHHbIe — TIEPCOHAIBHBIE  JaHHbBIE,  JOCTYII
HEOTPaHUYEHHOTO KpyTa JIMI[ K KOTOPBIM IPEIOCTaBJICH C COTJIACUSl CYObEKTa MepCOHATBHBIX
JAHHBIX WU Ha KOTOPBIE B COOTBETCTBHH C (heACpPATBHBIMU 3aKOHAMHU HE PaCIpOCTPaAHSCTCS
TpeboBaHMEe COOIOCHNS KOH(PHICHIINATHHOCTH.

Omneparop (mepcoOHAJBHBIX JAHHBIX) — TOCYJApCTBEHHBIM OpraH, MYyHHULMIIAIBHBIA OpraH,
FOPUIMYECKOE WIH (PU3MIECKOE JIMIIO, CAMOCTOSITENBHO MIIM COBMECTHO C JAPYIMMHU OpPraHH3YIOIIEee
(vym) ocyiecTBsroIIee 00padOTKY IMEPCOHATBHBIX JAHHBIX, a TAKKE OIPEICISIONINE eI 00padoTKH
MIEPCOHANIBHBIX JIAHHBIX, COCTAaB IIEPCOHATBHBIX JAHHBIX, MOMISKANMX O00paboTKe, IeHCTBUS
(omeparmm), coBepIraeMble C IEPCOHATEHBIMU JIAHHBIMU.

TexHuueckue cpeacrsa MH(OPMALNUOHHOW CHUCTEMBbI MEPCOHAIBHBIX JAHHBIX — CPE/ICTBA
BBIYUCITUTELHON TEXHUKH, MHPOPMAITMOHHO-BBIYNCITUTELHBIE KOMITIEKCHI M CETH, CPEJICTBA U CHCTEMBI
nepemaun, npuemMa u oobpaborku [1J[H (cpemctBa W CHCTEMBI 3BYKO3AIHCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIE W TEJICBU3MOHHBIC YCTPOMCTBA, CpEICTBA HM3TOTOBJICHUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIpyrM€ TEXHMYECKHUE CPEICTBa 0OpaOOTKHA PEYeBOM, TpadyecKoi,
BU/ICO- W OyKBEHHO-IIM(POBON HMH(OpPMAINHK), TPOTpaMMHBIE CpeNCTBA (OTEpAIMOHHBIE CHUCTEMBI,
CHCTEMBI YIIPaBJIeHUs] 0azaMy JTAHHBIX WM T.I.), CPEJCTBA 3alIUThI WH(POpPMAIH, TPUMEHSIEMBIE B
MH(OPMALMOHHBIX CUCTEMAX.

IlepexBar (MH(pOpMaUMHU) — HEMTPAaBOMEPHOE TOJyUdeHHE WH(OPMAIIUK C UCIIOJIH30BAHUEM
TEXHUYECKOTO  CpEJICTBA, OCYIIECTBISIONIEr0  OOHapykeHue, TMmpueM U  00paboTKy
WH()OPMATHBHBIX CUTHAJIOB.

IlepconanbHble qaHHBbIE — 100as MHPOpPMALKS, OTHOCAIIASCS K MPSIMO MM KOCBEHHO
OTIPEICTICHHOMY WJIM OTIpeiesieMoMy GU3HMIEeCKOMY JIUIY (CYOBEKTY EPCOHAIBHBIX TaHHBIX).

IloGo4HbIe 31eKTPOMATHUTHBIE M3JIYyYeHHS] U HABOJAKH — 3JICKTPOMAarHUTHbBIC W3ITy4CHUS
TEXHUYECKUX CPEJCTB O0OpabOTKH 3amuiaeMord WHQOpMaIiy, BO3HUKAIONIME KaK MOOOYHOE
SIBJICHUE U BBI3BAHHBIC ANIEKTPUUYECKUMH CHTHAJNaMH, ACUCTBYIOIIMMH B MX JJIEKTPUYECKUX U
MarHUTHBIX IETMsX, a TaKKe JIEKTPOMAarHUTHbIE HABOJAKH ATHUX CUTHAJIOB HAa TOKOMPOBOJISIINE
JIUHUH, KOHCTPYKIMH U LENH MUTAHUS.

IMosmTHKa  «YHUCTOTO  CTOJA» —  KOMIUIGKC  OpPraHM3allMOHHBIX  MEPOIPHUSITHIA,
KOHTPOJIMPYIOIUX OTCYTCTBUE 3alMChIBaHUs HAa OyMa)KHbIE HOCHTENH KItouell U aTpuOyTOB
noctyna (mapoJjiei) ¥ XpaHeHUs X BOJIM3U OOBEKTOB JTOCTYIIA.

IMoab30BaTesib HMHPOPMANMMOHHOM CHCTEMbl NEPCOHAJBHBLIX JaHHBIX —  JIUIIO,
ydacTBymollee B (DyHKIIMOHUPOBAHUU HH(DOPMALMOHHON CHUCTEMbI NMEPCOHANBHBIX JAHHBIX WM
MCIOJIb3YIONIEE Pe3YNIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuja pa3rpaHu4YeHuUsi AOCTYNAa — COBOKYIMHOCTh MPaBUJI, pPEriaMEeHTUPYIOIIHUX MpaBa
nocTymna cyObeKTOB JOCTyMa K 00beKTaM JOCTYIIA.

IIporpammHas 3akjajKa — KOJ IPOTPaMMbl, MPeTHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
LEIbI0 OCYIIECTBUTh YTEUYKY, HM3MEHHUTh, OJOKUPOBAaTh, YHUUYTOXKUTh HH(POpPMALNIO WIH
YHUUYTOXKUTh M MOAU(UIMPOBATH MporpaMmMHOe oOecriedeHre WHGOPMAIMOHHON CHUCTEMBI
MePCOHAIBHBIX TaHHBIX U (W) OIOKMPOBATH anmapaTHbIE CPEICTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3/eiicTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE HA PECYPChl aBTOMATU3UPOBAHHON MH(OPMAIIMOHHON CHCTEMBI, OCYIIECTBIISIEMOE C
WCIOJIb30BaHNEM BPEIOHOCHBIX MPOTPAMM.

PackpbiTHEe NEPCOHATBHBIX [aHHBIX — YMBIIUIEHHOE WIM ClIydailHOe HapylleHHe
KOH(UIECHITNATIBHOCTH MePCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne mNepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpaBlIEHHBIE HAa PACKPBHITHE
MePCOHATBHBIX JAHHBIX HEOMPEICTICHHOMY KPYT'y JIUI]

Pecypc undopmManuoHHoii cucTeMbl — UMEHOBAHHBIA AJIEMEHT CHCTEMHOTO, MPHUKIAIHOTO
WJIM amnmapaTHoro obecnevyeHus (pyHKIIMOHUPOBAHUS HHPOPMAIOHHON CHCTEMBL
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CnenuajibHble KATerOpuud MEPCOHAJBHBIX JAAHHBIX — [EPCOHANBHBIC  JIAHHBIC,
Kacaloluecss  PacoBOM, HAIMOHAIBHOW  TPUHAUICKHOCTH, IOJHUTHYSCKHX  B3TJISAIOB,
PENUTHO3HBIX WKW (UIOCOPCKUX YOCKICHHIA, COCTOSHUS 3I0POBbS M HMHTUMHOW IKU3HU
CyOBEKTa MEPCOHANBHBIX JAHHBIX.

CpencrBa BEIYNCIMTETBLHONH TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX M TEXHIMYECKUX AEMEHTOB
cructeM 00pabOTKU JAHHBIX, CIIOCOOHBIX (PYHKIIMOHMPOBATH CAMOCTOSITEIBHO HIIM B COCTaBE JIPYTHX
CHCTEM.

Cy0bekT nocryna (Cy0beKT)— JMIIO WM TPOIIECC, JEUCTBUS KOTOPOTO PEryIaAMEHTUPYIOTCS
MIPaBWJIAMH Pa3TPaHUYCHUS JOCTYIIA.

TexHnyeckuii KaHAJI yTeUYKH WH(OPMAIMN — COBOKYITHOCTh HOCHTENS MH(popMarmu (cperncTBa
00paboTKH), hu3HUIecKkol Cpebl pacpocTpaHeHHsT MHHOPMATUBHOTO CHTHAJIA U CPEJICTB, KOTOPHIMU
JOOBIBAETCSI 3aIuInaemMas HHhopmaius.

TpaHncrpannyHasi mepeaadya NMepcoOHAJbLHBIX JAHHBIX — Mepejiada MepCOHATBHBIX JaHHBIX
omepatopoMm uyepe3 [ocymapcTtBeHHyro rpanuily Poccuiickoit ®enepanuu OpraHy BIJIACTH
WHOCTPAaHHOTO TOCYIapcTBa, (U3MYECKOMY WJIH HOPUAMYECKOMY JIMIY WHOCTPAHHOTO
rocyJIapcTBa.

Yrpo3bl 0€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH U (DaKTOPOB,
CO3ITAIOIIMX OTACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CITy9alHOTO, JIOCTYIA K MEPCOHATBHBIM
JIAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHHYTOKEHHE, H3MEHEHHE, OJIOKUPOBaHNE, KOTIMPOBAHHE,
pactpoCTpaHEHUE MEPCOHANTBHBIX JTAHHBIX, & TAKKEe WHBIX HECAHKIIMOHWPOBAHHBIX JICUCTBUM MPH WX
00paboTKe B MH(POPMAITMIOHHOM CHCTEME TTePCOHATBHBIX TAHHBIX.

YHUUTOKEHHE TEPCOHAIBHBIX JAHHBIX — JICHCTBHUS, B pPE3yJIbTaTe KOTOPHIX HEBO3MOKHO
BOCCTAQHOBHTH COJICpKaHME TEPCOHATBHBIX JaHHBIX B HMH(OPMAIMOHHOW CHCTEME MEePCOHATBHBIX
JaHHBIX WM B PE3ylbTare KOTOPBIX YHHUTOXKAIOTCSI MaTe€pUaIbHbIE HOCUTENM MEePCOHAIBHBIX
JTAHHBIX.

VYTeuka (Gammmiaemoil) HHEGOPMAIMU MO0 TEXHUYECKHUM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrnpoctpaneHre HH(GOPMAIMK OT HOCHUTES 3allIaeMoi HH(pOpMaK depe3 (HU3HMIECKY O Cpemy 10
TEXHUYECKOTO CPEJICTBA, OCYILECTBISIOIETO IepexBaT HH(GOpMalnu.

Ysa3BUMOCTB — C1a00CTh B CPEACTBAX 3alllUThl, KOTOPYIO MOKHO HCHOJIB30BaTh I HapyIIEHUS
CHCTEMBI WM COZIEprKalleicsl B Hell MH(opMaIiH.

HemoctHocTh  MHGOPMAIMH —  CIIOCOOHOCTh  CPENICTBA  BBIYMCIHMTEIIBHOM — TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMbI O0ECTIeUMBaTh HEM3MEHHOCTh MH(OPMAIMKM B YCJOBHSX CIy4ailHOTO
W/WIH IPEAHAMEPEHHOTO UCKKEHHS (paspyIIeHus ).
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OBO3HAYEHUSA U COKPAIIIEHUSA
— QHTUBUPYCHBIE CPEACTBA
— aBTOMATH3UPOBAHHOE paboyee MecTo
— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUEC CPCACTBA U CUCTCMbI
— MH(OPMALIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX
— KOHTpOJIMpyeMast 30Ha
— JIOKaJIbHAS BBIYMCIIUTENBHAS CETh
— MEKCETEBOM 3KpaH
— HECAHKIIMOHMPOBAHHBIN TOCTYIT
— OTepallMoOHHas cUcTeMa
— HNEPCOHAJIbHBIC TAHHBIC
— IIPOTPaMMHO-MaTEMaTHIEeCKOe BO3/ICHCTBIE
— IporpaMMHO€ 0OecIiedeHre
— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHsI U HABOIKU
— CHCTEMa aHaJIN3a 3alIuIICHHOCTH
— CpeICTBa 3alIUThl HHPOpMAIII
— cucreMa (IoJCUCTeMa) 3allUThl NEPCOHABHBIX JaHHBIX
— cucTeMa 0OHapy)KeHHs BTOP)KEHHI
— TEXHUYECKUE KaHAJIBI YTEUKH HH(OpMAIN

— YI'pO3bI 0€e30I1acCHOCTH MECPCOHAIBHBIX JaHHBIX
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BBEJIEHHME

Hacrosimas [Tonmutuka wapopmarmonHoit 6e3onacHoctu (nanee [lomutuka) MBOY «COIII
Ne 54y r. Yeboxkcapsl sBIsieTCS O(PULIHUATBHBIM JOKYMEHTOM.

[Tonmutnka pazpaboTaHa B COOTBETCTBUU C TpeboBaHUIMU DeaepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX JaHHBIX» U TocTaHOBIeHUs [IpaButenscTBa Poccuiickoit
@eneparun ot lHOsIOps 2012 1. Ne 1119 «OO6 yrBepkaeHHH TpeOOBAaHMNA K 3aluTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUMU:

- «Pexomenganit mo oOecreueHni0 OE30MAaCHOCTH TEPCOHATBHBIX JAHHBIX MPU UX
o0paboTke B HH(OPMALMOHHBIX CHCTEMax [EPCOHANBHBIX JAHHBIX», YTBEPKIACHHBIX
3amecturenem nupektopa ®CTIK Poccun ot 15.02.2008 r.,

- «TunoBblx TpeOoBaHMII MO oOpraHu3auud U o0ecreuyeHuto  (YHKIHMOHUPOBAHUS
mUGpPOBaTIbHBIX (KpUNTOrpapUUECKUX) CPEACTB, NMPEAHA3HAUYEHHBIX JUIS 3aIIUThl HH(OpMaLUY,
HE COJEpXKallell CBEACHMM, COCTABIAIOIIMX TOCYJAapCTBEHHYIO TailHy B cily4ae U3
WCI0JIb30BaHUs /17151 oOecnieueHrs 0e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaxX IMEPCOHAIbHBIX JAaHHBIX», YTBEPXKIEHHBIX PYKOBOJICTBOM &
Hentpa ®CB Poccun 21.02.2008 T. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpedoBanusi k nepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
MepcoHana, CTPYKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
0053aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 3a obecredyeHue Oe30MacHOCTH MepCOHATbHBIX
nanabIX B UCIT[IH MBOY «COLI Ne 54» r. YeGokcapsl.
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1 O01He MoJI0KeHUus

Lenpto Hacrosmieit [lomutvku sBisieTcs oOecneucHue Oe30MacHOCTH OOBEKTOB 3alllUThI
MBOY «COIII Ne 54» r. YeOokcapbl OT BCE€X BHUIOB yrpo3, BHEUIHMX M BHYTPEHHHX,
YMBIIUICHHBIX ¥ HEMPEIHAMEPECHHBIX, MUHIMHU3AIHS yIiep0a OT BO3MOKHON pealli3aiuy yrpo3
6e3omacuoctu [1/1a (YBII/IH).

besomacHocTh MEePCOHAITBHBIX JTAHHBIX JIOCTUTACTCS myTeM HCKITFOUCHHS
HECaHKIMOHMPOBAHHOTO, B TOM YHCIE CIy4allHOTO, JIOCTyNa K MEPCOHATbHBIM JTaHHBIM,
PE3yJILTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOKCHUE, H3MEHECHHE, OJIOKUPOBAHUE, KOIMPOBAHHE,
pacmipocTpaHeHHe IEPCOHATBHBIX JIAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUI.

WNudopmanmst u cBsi3aHHBIC ¢ HEW PeCypChl JOJDKHBI OBITH JOCTYITHBI JIJIsi aBTOPU30BAHHBIX
nojp3oBarened. JIoMmKHO OCYIECTBIATHCS CBOEBPEMEHHOE OOHApPY)KEHHE M pearupoBaHUE Ha
VYBIT/IH.

JIOJIKHO OCYIIECTBISATHCS MPEIOTBPAICHHE MTPEIHAMEPSHHBIX WU CITyYalHBIX, YaCTHIHBIX
WJTH TIOJTHBIX HECAaHKIIMOHUPOBAHHBIX MOU(PUKAIINHN WM YHUITOXKCHUS TEPCOHATBHBIX JTAHHBIX.

CocraB 00BEKTOB 3aIIUTHI TIPEJCTABICH B [lepedyHe mepcoHaIbHBIX JTAaHHBIX, YKa3aHHOMY B
[Tonoxenun 06 00paboOTKE NEPCOHATBHBIX JIaHHBIX.

Cocras UCIIdH, mojyiexxamux 3alinTe, MPEACTaBleH B AKTe 0O0CIeTOBaHUS TEKYIIETO
COCTOSTHUS TEXHUYECKOW 3alTUTHI IEPCOHAITBHBIX JaHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanust Hacrosimeld [loMMTHKM pacmpoCTpaHAIOTCS Ha BceX COTpyaHHKOoB MBOY
«COII Ne 54» r. YeOGokcapsl (IITaTHBIX, BPEMEHHBIX, paOOTAIONMX MO KOHTPAKTY U T.IL.), a
TaK)Ke BCEX MPOUUX JUL] (MOAPAIUNKH, ayJUTOPHI U T.I1.).
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3 Cucrema 3allIUThI NEPCOHAJIBbHBIX TAaHHBIX

Cucrema 3anuthl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCcst HA OCHOBAHUU:

AxTa 00cne1oBaHusI TEKYLIETO COCTOSHUS TEXHUYECKOH 3aIUThl IEPCOHAIBHBIX JaHHBIX;
[lepeunst nepcoHaNbHBIX JaHHBIX, TOAJIEKALUX 3aLUTE;

AxTOB KI1accupuKanuy MHPOPMATMOHHBIX CUCTEM NMEPCOHAIBHBIX TaHHBIX;

YacTHbIX MOJIEIEN aKTyalbHBIX YIpo3 U BepositHoro Hapymurens UCII/Ix;

[Tonoxenus o pasrpaHUYEHUH MPaB JOCTYINA K NEPCOHAIBHBIM JIaHHBIM;

PykoBoysmux nokymentoB @CTIOK u ®Ch Poccun.

Hus  obecrieuenuss 3ammtel  MCII[H HeoOXoauMo COONIIOJIEHUE OpTraHU3aI[HOHHO-
TEXHUUYECKUX Mep. AJAMHHHCTpaIeil odecnieunBaercss 0€30MacHOCTh NEPCOHAIBHBIX JAHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TEXHMYECKOM
3amaHuu Ha co3aanue cuctemsl 3amuThl it UCII[Aa. B MBOY «COII Ne 54» r. Yebokcapsl
OTIpeNieJICHbl aKTyalbHBIE Yrpo3bl Oe3zomacHoctH I[1/[H, koTOphIe onucanbl B YacTHOW Moaenu
aKTyaJlbHBIX yrpo3 1 BepositTHoro Hapymutenst MCIIIH.

[log akTyanbHBIMM yrpo3aMu O€30MaCHOCTH NEPCOHANBHBIX JAHHBIX OHMMAETCS
COBOKYITHOCTb yCIOBUI u ¢dakTopoB, CO3/IA0IIUX aKTyaJbHYIO OTAaCHOCTh
HECaHKIMOHUPOBAHHOIO, B TOM YHCJE CIy4allHOTO, IOCTyNa K NMEePCOHANBHBIM JTAHHBIM IIPU UX
00paboTke B MHPOPMAIMOHHON CHCTEME, Pe3yJIbTaTOM KOTOPOTO MOTYT CTaThb YHMUYTOXKEHHE,
U3MEHEHHe, OJIOKHpOBaHUE, KONMMPOBAHUE, NIPEIOCTABIECHUE, PACIPOCTPAHEHHE TEPCOHATBHBIX
JTAHHBIX, & TAK)KE UHbIE HETIPAaBOMEPHBIE JICHCTBUSI.

VYrpo3sl 1-ro TMNa akTyanbHbI A7 UHGOPMAITMOHHON CHCTEMBI, €CIH JUIsl HE€ B TOM UHCIIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYWEM HEJOKYMEHTHUPOBAHHBIX (HEACKIApHUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM IPOrPAMMHOM 00€CTI€YeHUH, UCII0JIb3YeMOM B MH(MOPMaLMOHHON
CUCTEME.

Yrpo3sl 2-T0 TUMA aKTyalbHbI 175 MHOOPMAIMOHHON CHCTEMBbI, €CIHM JUIsl HEe B TOM UHCIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKJIapHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  NPOTPAaMMHOM  OOECIIEYEHHH,  HCIOJBb3YyeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-T0 TUMNA aKTyaJlbHBI IS UHPOPMAIIMOHHON CHUCTEMBI, €Cliu JJIs Hee aKTyalbHbI
yIpo3bl, HE CBS3aHHBIE C HAJIWYHMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEHUHU, HCIOIb3yeMOM B
MH(OPMALIMOHHOW CHUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIpeleisieTcss HEOOXOJWMBIN YpOBEHb 3alllUIIEHHOCTH
I[Ia xaxmorr UCIIAa MBOY «COHI Ne 54» r. UYebOokcappl. Ha ocHoBaHuM aHamu3a
aKkTyalnpHbIX yrpo3 OezomacHoctu [1/[H, onmmcanHoro B YacTHOU MoJenu akTyaidbHBIX Yrpo3 U
BepositHoro Hapywmurens UCITJn u Otuera o pe3yiapTaTax NpoOBEACHUSI BHYTPEHHEN MPOBEPKE,
JeNaeTcsl  3aKIIUeHHE O HEeOOXOIUMOCTH HCIOJb30BAaHHUS TEXHUYECKUX CPEACTB U
OpPraHM3aI[MOHHBIX MEpONpusATHil uia obecrneyenus Oe3omacHocty I[1/lH. BriOpanHbie
HE0OXO0IMMbIE MEpPONPUATUSL OTpaxaroTcss B [lnmane MepornpusiTuii Mo 3amuTe NepPCOHANBHBIX
JTAHHBIX.

s xaxxpoit UCIIJIH nomkeH ObITh COCTABIIEH CIIMCOK HCIOJIB3YEMbIX TEXHUUYECKHX CPEJICTB
3alIUThI, @ TaK K€ MPOrpaMMHOro oOecredyeHus, ydacTByromero B odpabdotke I1/[H, Ha Bcex
anementax UCII/H:

- APM nionw30BaTeiei;

- CepBepa NpUII0KEHU;

- CYB/;

- I'pannna JIBC;

- KananoB nepegaun B ceT oO0IIero Nojab30BaHus U (WINM) MEXIyHApPOJAHOTO 0OMeHa, eciu
1o HuM nepenarorcs 11/1H.
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B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIAH n axtyansHbix yrpos, C3I1[dn moxer
BKJIKOYATh CJIIEAYIOLME TEXHUYECKUE CPELICTBA:

- aHTUBUPYCHBIE CPEJICTBA JIJIsl pabOUYMX CTAHIIMM MOJIb30BaTENIel U CEPBEPOB;

- CPEICTBA MEKCETEBOI0 SKPAHUPOBAHHS;

- cpencTBa KpumnrTorpaduyeckod 3amuThl HMHGOpPMANMK, TpPU Tepeaade 3alluiiaeMoin
nHGOpPMAIINHY TI0 KaHAJIAaM CBSI3H.

Tak ke B CIIUCOK JOJDKHBI OBITh BKIIFOUYEHBI (DYHKIMH 3aIIUTHI, 00eCIIeunBaeMble ITATHHIMU
cpeactBamu  00pabotku IIJIH onepaunonnsiMu cuctemamu (OC), npukiazaeiM I[1O u
CTENUATBHBIMA KOMILUIEKCAMH, PEATHM3YIOIIUMHU CpelcTBa 3amuThl. CriucoK (DyHKIMN 3aIInThI
MOXET BKIIFOUYATh:

- YIIpaBJEHUE U pa3rpaHUYCHUE TOCTyIA I0JIb30BATENEH;

- perucTpanuio u yuer JercTBuil ¢ nHpopmanue;

- o0ecreunBaTh 11€JI0CTHOCTh JIaHHBIX;

- IPOU3BOAUTH OOHAPYKEHUI BTOP’KEHUH.

Criucok HCIOJIb3yeMBbIX TEXHHYECKHUX CpeACTB oTpaxaerca B Ilnane meponpustuii mo
3alUTe MEePCOHAIBHBIX JaHHBIX. CHHMCOK HCIOJIB3YEMBIX CPEACTB JIOJDKEH MOJJIEPKUBAThCS B
aKTyallbHOM COCTOSHMM. IIpy H3MEHEeHMM cocTaBa TEXHMYECKMX CpEACTB 3alUThl WIIN
anemenToB UCIIH, cOOTBETCTByIOIMHME H3MEHEHHs IOJDKHBI ObITh BHeceHbI B CHHCOK |
yrBepxkaeHsl aupekropoM MBOY «COIIl Ne 54y r. YeGokcapsl WM JIMIIOM, OTBETCTBEHHBIM 3a
obecmieuenue 3amuth [1/1H.

[Nonutnka nadopmannonHoit 6ezonmacHoctu. Crpanunna 12 n3 29



4 TpeodoBanus k moacucremam C3I11n

C3I1/Ix BKiIFOYAET B ceOS CIACAYIOMIUE MOACUCTEMBI:
- YOpaBJIEHUs JOCTYIIOM, PETUCTPALIMHU U YUETa;

- obecrieueHus EeJIOCTHOCTH U IOCTYITHOCTH;

- QHTUBHUPYCHOU 3aIlUTBHI;

- MEKCETEBOT'0 3KpPaHUPOBAHUS;

- aHaJM3a 3alUILEHHOCTY;

0OHapy>KCHHS BTOP)KCHUI;

- Kpunrorpapu4eckou 3aiuThl.

[Moacucrempr C3I1JIH nMeroT paznuusbiil GyHKIIMOHAN B 3aBUcuMocTH oT kinacca UCIIH,
onpezieieHHoro B AkTe Kiaccupukauud MHPOPMAIMOHHBIX CHCTEM NEPCOHAJBHBIX JaHHBIX.
Crucok cootBerctBust Qynkuuii mojacucreM C3II/IH kimaccy 3alMIEHHOCTH TPENCTaBIECH B
[Tpunoxxennn Ne 1.

4.1 Noacncrembl ynpaBieHna AOCTYNOM, PErMCTPALMMU U yyeTa

[Toacucrema ynpaBieHus: 10CTYIIOM, PETUCTPALlMU U y4eTa MpeHa3HaueHa JJIsl pealn3alnuu
cenyronux QyHKIUI:

- uJIeHTU(UKALMU U IPOBEpKa MOIMHHOCTU cyObeKkTOB ocTyna npu Bxojae B UCII/H;

- WICHTU(UKAIIMK TEPMHUHAJIOB, Y3JIOB CETH, KAaHAJIOB CBSI3U, BHEIIHUX YCTPOMCTB TIO
JIOTHYECKUM UMEHaM;

- WIACHTU(UKAIMK TPOTPaMM, TOMOB, KaTajioroB, (aijoB, 3amucel, Mojeil 3amucedd 1o
MMEHaM;

- peructparuu Bxoja (BbIXOJa) CYOBEKTOB JOCTyma B CHCTEMY (M3 CHCTEMBI), JHOO
perucTpanus 3arpy3ku 1 HHUIMAIU3aluu ONepallMOHHON CUCTEMBI U €€ OCTaHOBaA.

- perucTpaiyy IMOMNbITOK JIOCTYNa MPOrpaMMHBIX CPEICTB (IIpOrpaMm, MpOIECCOB, 3ajad,
3a/IaHN ) K 3alUIIaeMbiM (aitnam;

- perucTpaiuy MOnbITOK JOCTyMa MPOrpPaMMHBIX CPEICTB K TEPMHHAJaM, KaHajlaM CBSI3H,
mporpaMMam, ToMaM, Katanoram, (aiiigam, 3anucsaM, MoJsM 3anuceil.

[loacucrema ympaBieHHs JOCTYIIOM MOET OBITh pealii30BaHa C IMOMOIIBIO IITATHBIX
cpenctB 00padotku [1JIH (onepamronnbix cucteM, npuioxenuid u CYBJI). Tak ske MoxxeT ObITh
BHEJPEHO CHEIHAIbHOE TEXHHUYECKOE CpPEICTBO MM HUX KOMIUIEKC, OCYHIECTBIISIONINE
JOTIOTHUTEIbHBIE MEphl M0 ayTeHTH(HKAMU U KOHTporo. Hampumep, nmpumeHeHHE eIuHbBIX
XpaHWIHIL[  YYETHBIX  3alKceil  MOoJb30BaTeNell M pPerucTpalMoHHOW  uHbOpManuwy,
WCI0JIb30BaHNE OMOMETPUYECKHX U TEXHHUYECKUX (C MOMOIIBIO 3JEKTPOHHBIX MPOIYCKOB) MEP
ayTeHTU(UKAIUU U IPYTUX.

4.2 Nopcncrema obecneyeHUs LLENOCTHOCTU U AOCTYMHOCTH

[Toncucrema obecrieueHHsl LETOCTHOCTU U JIOCTYIHOCTH INpeiHa3HaueHa i oOecredeHus
nenoctHoctd u pocrynHoctu IT/IH, mporpamMubix u anmapatHsix cpencts MCIIJx MBOY
«COII Ne 54» r. YeOokcapbl, a Tak k€ CPEICTB 3aLIUTHI, MPHU CIy4yailHOW MM HaMepeHHOU
MOAU(PHUKAITIH.

Iloncucrema peamusyercss C  IIOMOIIBIO  OpPraHU3alUU  PE3EPBHOIO  KOIMPOBAHUSA
o0OpabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBUPOBaHUEM KiItoUeBBIX eMeHToB W CII/IH.

4.3 Nopcncrema aHTUBMPYCHOM 3aLWUTbI

[MoacucremMa aHTHBHPYCHOW 3alIWTHl TMpeAHAa3HaueHa Js OOecTeueHuss aHTHBUPYCHOU
3amuTel  cepeepoB  u  APM  monw3zoBareneit UCIInx MBOY «COHII Ne 54» .
Yebokcappl.CpeicTBa aHTUBUPYCHOM 3alllUTHI MPEIHA3HAYEHBI UIS pean3alliy CIEAYIOIIHX
GyHKUIMI:
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- PE€3UACHTHBIM AHTUBUPYCHBIY MOHUTOPHHT

- aHTUBHUPYCHOE CKaHUPOBAHUE;

- CKpHUNT-0JIOKUPOBAHUE;

- LEHTPAIM30BAHHYIO/yTAJICHHYIO YCTAaHOBKY/JEMHCTAUISAIMIO aHTHUBHUPYCHOTO MPOIYKTa,
HACTpOMKy, aJAMMHHUCTPUPOBAHUE, IPOCMOTP OTYETOB U CTATUCTHUYECKOM HH(OpMaLUU 10
paboTe poayKTa;

- aBTOMaTU3UPOBAHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

- OrpaHWYEHHE IIPaB I[I0JIb30BATEISl HAa OCTAHOBKY HCIHOJIHAEMBIX 3ajad U H3MEHEHMUS
HACTPOEK aHTUBUPYCHOTO IPOTrPaMMHOI0 00eCIIeUeHHUS;

- aBTOMATUYECKHI 3aIyCK Cpa3y NOCJE 3arpy3Ku ONEPAMOHHONW CUCTEMBI.

[loacucrema peanusyercs MyTeM BHEIPEHMs CIIELUATbHOIO aHTUBUPYCHOTO MPOTPaMMHOTO
obecnieuenus Ha Bce sneMenTs UCIT/IH.

4.4 Nopacncrema meXKceTeBOro sSKpaHUPOBaHUA

[ToacucremMa MeXCETEBOTO SKpaHHWPOBAHMS INpEeAHA3HAYeHa JUIsl peayd3alllM CIeAYHOIINX
GyHKIMI:

- QuiabTpalMu OTKPHITOrO M 3amudpoBaHHOro (3akpsiToro) IP-tpaduka mo cremyronmum
napaMmeTrpam;

- (pukcaruy Bo BHYTPEHHHX )KYpHAIaX HHPOPMAIMU O TPOXOISIIIEM OTKPHITOM U 3aKPHITOM
IP-tpaduke;

- UACHTU(UKAIIMN W ayTCHTU(QUKAIMIO aJMHHHCTPATOpa MEXCETEBOTO HSKpaHa IPU €ro
JIOKAJIbHBIX 3alpocax Ha JOCTYII;

- perucTpaiuu Bxojaa (BBIX0Ja) aIMHUHUCTPATOpa MEXKCETEBOIO JKpaHa B cHUCTeMy (U3
CHCTEMBI) JINOO 3arpy3KU U MHULUAINU3ALUU CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH ITPOrpaMMHON 1 HH(POPMAITMOHHOM YacTH,
- QuIbTpallMM MAaKeTOB CIYKEOHBIX MPOTOKOJIOB, CHYXAaIIMX JUIsl JUArHOCTUKA U
ynpaBieHUs1 paboTOM CETEBBIX YCTPONCTB;

- q)HHBTpaHI/II/I C Y4€TOM BXOJHOI'O M BBIXOAHOI'0O CE€TEBOI'O HHTep(befIca KaK CpcacTBO
IIPOBEPKH IOJJIMHHOCTH CETEBBIX aPECOB,

= PEruCTpanyum U y4uc€Ta 3alpaimrnBacMbIX CEPBHUCOB IIPUKIIAIHOT'O YPOBHAA;

- OJIOKMpOBaHUS JIOCTyNa HEUJACHTU(PUIMPOBAHHOTO OOBEKTa UM CyOBEKTa, MOJIMHHOCTD
KOTOPOTO MpHU ayTeHTU(PHUKAIIMHN HE MOATBEPNIIaCh, METOJAMH, YCTOMYUBBIMU K MIEPEXBaTy;

- KOHTPOJIS 332 CETEeBOM aKTUBHOCTHIO IPUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTakK.

[Toacucrema peanuzyercs BHEAPEHUEM MPOTPAMMHO-ANIAPATHBIX KOMIUIEKCOB MEXKCETEBOTO
sKkpanupoBanus Ha rpanuie JICB, kiaccom He HIKe 4.

4.5 Noacncrema aHanM3a 3aWMLLEHHOCTH

Iloncucrema aHanu3a 3alllUIIEHHOCTH, JOJDKHA OOecleYuBaTh BBISBICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkaMu B kKoHpurypauuu 10 UCII/IH, KoTopsle MOTYT OBITh HCHOJIB30BaHBI
HapyLIUTENIeM JUId peaau3aliy aTaku Ha CUCTEMY.

OyHKIMOHAT MOJICUCTEMBl MOXET OBbITh peal30BaH NPOrPaMMHBIMM M IMPOTPAMMHO-
anmnapaTHbIMH CPEJICTBAMHU.

4.6 Nopcucrema o6Hapy>KeHUA BTOPXKEHMIA

[Toncucrema oOHapyKEHHS BTOP)KEHHI, JJOJDKHA 00ECIIEUNBATh BBISBICHUE CETEBBIX aTakK Ha
anemeHTbl VICII/IH, MOAKIIIOYCHHBIE K CETSM OOIIEro MOJIb30BaHMs U (MIH) MEXIYHAPOIHOTO
oOMeHa.

OyHKIIMOHAT TOJICUCTEMbI MOXET OBITh peaM30BaH MPOrPAMMHBIMH W MPOTPAMMHO-
anmapaTHbIMH CPEJCTBAMHU.
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4.7 Nopcncrema KpuntorpadmuecKkoi 3awmTbl

[Moacucrema kpunrorpagudeckoi 3amuThl TpeaHasHavueHa s uckimodeHus HCJ[ k
sanmumaemoit naopmaruu B UCIIAx MBOY «COLL Ne 54» r. YeGokcapsl, Ipu ee nepeaadu
10 KaHaJIaM CBSI3U CeTe 0OILEero Mmoyb30BaHus U (UIIH) MEXyHApOIHOTO OOMEHa.

[loncucrema peanm3yercs BHEOPEHHEM KPUNTOTpadUUeCKUX IMPOrPaMMHO-aNIapaTHBIX
KOMIUIEKCOB.
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5 Ioab3oBarenn UCHaun

B UCII[In MBOY «COLI Ne 54» r. YeOGokcapbl MOKHO BBIACTHUTH CIEIYIOLINE TPYIIIIHI
MOJIb30BaTeNeH, yyacTBYIOIUX B 00padboTke u xpanenuu [1/1H:

- Anmunuctparopa UCII/H;

- Anmunuctparopa 6e3omacaocta MCII/IH;

- Oneparopa APM;

- AIMMHUCTpATOpa CETH;

- TexHU4ECKOTO CIenUaINCTa O 00CITYy)KUBAHUIO TTIepH(EepHITHOTO 000PyI0BaHUS;

- IIporpammuct-pazpadotunx MCII/IH.
JlanHble O rpymnmax Mojb30BaTeNIX, YPOBHE MX AOCTyNa U MH(OOPMHUPOBAHHOCTU JOJIKEH
ObITh OTpakeH B [1oyio)keHMH 0 pa3rpaHUYeHHH MPaB I0CTyNa K NePCOHAIbHBIM JaHHBIM.

5.1 Aamunucrpatop UCMOH

Anmunuctpatop UCIAH, corpynauk MBOY «COIIl Ne 54» r. Yebokcapbl OTBETCTBEHHBIHM
3a HAcTpoWky, BHeApeHue u compoBoxkaeHue MCII/IH, oOecneunBaeT (QyHKIHMOHHUPOBAHUE
noacuctemsl ynpasieHus 1octynoM MCII/IH u yrmoJHOMOYEH OCYIECTBIIATh NPEIOCTABICHUE U
pasrpaHuyeHue A0CTyna KOHeYHOro nojs3oBatesns (Oneparopa APM) k snemeHTaM, XpaHsIIUM
NepCoOHaIbHbIE JaHHBIE.

Ammvunnctparop UCIIIx o6nagaer cieayromuM YpoOBHEM IOCTYIA U 3HAHUI:

- obnajgaer noiaHoM MHGOpMaIeil 0 CUCTEMHOM U NMPUKJIAJHOM IPOrpaMMHOM 0OecriedeHnn
NCTIH;

- o0namaer moaHOM MH(pOpPMAaIHEH 0 TeXHUUECKnX cpeacTBax u koHuryparnuu UCIIH;

- UIMEET JOCTYIl KO BCEM TEXHHUYECKHM CpeacTBaM 00pabOoTKM WHGPOPMAIMH U JaHHBIM
NCTIH;

- o0majgaer mpaBaMu KOH(QUIYpUPOBAHUS W aJIMHUHUCTPATUBHON HACTPONKU TEXHHUYECKHUX
cpeactB UCII/IH.

5.2 AamuHuctpatop 6e3onacHoctu UCNAH

Ammunuctparop 6e3omacHoctu MCII/IH, cotpyaauk MBOY «COII Ne 54y r. Yebokcapsi,
OTBETCTBEeHHBIH 3a ¢yHKmonupoBanue C3I1/[H, BKItOUas oOCITYy)KHMBaHHE W HACTPOUKY
aJIMUHUCTPATUBHOM, CEPBEPHOM U KJIMEHTCKOW KOMIIOHEHT.

Anmmunuctpatop 6ezonacHoctu UCII/IH o6manaeT ciaeayomuM YypoBHEM JA0CTYyIA U 3HAHUMN:

- obmagaer npaBamu Anmunuctparopa UCITIH;

- ob6namaer nmoHOM nHpopManuert 06 MCIT/IH;

- UMeeT JOCTyNl K CpEACTBaM 3alllUThl MH(OpPMALKMKU W TPOTOKOIMPOBAHUS M K YACTH
Kiro4eBbIx dseMenToB UCIIH;

- HE HUMeeT TMpaB JOCTyla K KOH(MUTYPUPOBAHUIO TEXHUYECKHX CPEICTB CETH 3a
UCKITIOYCHHEM KOHTPOJBHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3zonacHocty UCIT/IH ynoiaHoMoueH:

- peanu30BBIBAThH MOJUTUKY Oe30macHOCTH B yacTu HacTpoiiku CK3U, mexceTeBbIX SKpaHOB
U CHUCTEM OOHapy>KEHHUs aTak, B COOTBETCTBUHU C KOTOPHIMHU ToJb3oBaTenb (Omnepatop APM)
MOJTy4aeT BO3MOKHOCTH paboTtath ¢ anemeHTamu VCII/IH;

- OCYILECTBJISITh ayJTUT CPEJICTB 3aIUTHI;

- YCTaHaBJIMBaTh JOBEPUTENIbHbIE OTHOLIEHUS CBOEW 3alIMILEHHOW CETHU C CETAMU JIPYruX
Opranuzanui.
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5.3 Onepatop APM

Omneparop APM, corpynauk MBOY «COHI Ne 54» 1. UeOGokcapbl OCYIIECTBIISIFOIIHIA
obpabotky I1Jln. O6pabotka I1/[H BKIIOYaeT: BO3MOXKHOCTH mpocMoTpa II/IH, pyuHoii BBOA
IT1u B cucremy UCII[IH, popmMupoBaHue CpaBOK U OTYETOB MO MH(OpPMAIMHU, MTOJTyYCHHOH U3
NCII[n. OnepaTop He MMEET MOJTHOMOYHHN ISl YIIPaBJICHUS NOJCHCTEMaMy 00pabOTKH TaHHBIX
u C3I1/n.

Omneparop UCII/IH o06mamaeT cieayonuM ypoBHEM IOCTYIIA U 3HAHUN:

- o0nasiaeT BceMH HEOOXOJAUMBIMU aTpUOyTaMu (HarpuMep, ImaposieM), 00ecreunBaloIIuMH
JOCTYIl K HEKOTOpOMY ITOAMHOkecTBY I1/1H;

- pacrionaraet KOH(QHICHINAIbHBIMHA JAHHBIMU, K KOTOPBIM UMEET JO0CTYII.

5.4 ApmunuctpaTop cetn

Anmunuctpatop cetd, cotpyaHuk MBOY «COIIl Ne 54y r. Yebokcapsl, OTBETCTBEHHBIH 3a
(YHKIIMOHUpOBaHUE TeaeKOMMYHUKalmoHHo! nojacuctemsl MCIT[AH. AnMuHHCTpaTOp CeTH HE
MMeeT TOJTHOMOYMHN IS yIIpaBJIeHUs NoJicucTeMaMu 0OpaOOTKHU JaHHBIX U 0€30M1aCHOCTH.

AJMHUHUCTpPATOpP cE€TH 00a1aeT CIEeAYIOUIMM YPOBHEM JOCTYyNa U 3HAHUIL:

- o0ajgaer yacTbio MH(POPMALIMKM O CUCTEMHOM M MPHUKIAJHOM MPOrPaMMHOM 0OecredeHnun
NCTIn;

- o0najgaer yacThio HHGOPMAIIUU O TEXHUYECKUX cpesicTBax U KoHpurypauu UCI1H;

- uMeeT (U3MYeCKUi JOCTYyNl K TEXHHYECKHMM CpeAcTBaM OOpaOOTKH HHGPOpMALUH U
CpEeICTBaM 3allUThI;

- 3HAET, 110 MEHBIIIEH Mepe, OJIHO JIETaIbHOE UM JI0CTYIA.

5.5 Texuuueckumii cneuymnanucr no o6cnykmsanmio nepudepuiiHoro o6opyaosaHma

Texauueckuii cnenmuanucT 1Mo oOciayxuBaHuio, corpyaHuk MBOY «COIIl Ne 54y r.
Uebokcappl, OCYIIECTBISIET OOCTYKMBaHHE M HACTPOWKY TmepudepuitHOTO 000PYIOBaHUS
NCTIIa. Texaudyeckuid crienuaaucT Mo oOcayKuBaHUIO He uMmeeT jaocrtyma k [1J[H, He umeer
MIOJIHOMOYUH /7151 YIIPaBJIEHUS MOACHCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

Texuuueckuil crenuanuct mo oOCTYKMBAaHUIO OOJIaaeT CIEAYIOIIMM YPOBHEM JOCTyIa U
3HAHMI:

- o0iajgaer yacTbio MH(POPMALIMK O CUCTEMHOM U MPHUKJIAHOM MPOTrPaMMHOM OOecreyeHun
NCIIOx;

- o0iajgaer yacTbio MHGOPMAIIUU O TEXHUYECKUX cpencTBax u koHpurypauu UCIdH;

- 3HAET, [0 MEHbIIIEH Mepe, OJTHO JIEraabHOe UMS JOCTYIA.

5.6 Nporpammucr-paspabotunk UCNAH

IIporpaMMucTbI-pa3zpaboTYMKU (IIOCTABILMKH) MPHUKIATHOIO MPOrpaMMHOIO oOecredeHus,
o0ecreynBaroIMe ero CONpPOBOXKJICHHE Ha 3aluiiaeMoM oobekre. K gaHHON rpymme mMoryr
oTHOcUThCs Kak corpyaHuku MBOY «COHI Ne 54y» r. UebGokcapbl, Tak U COTPYAHUKH
CTOPOHHUX OpPraHU3aALUN.

DU3NYECKOE U0 ITON KATETOPUHU:

- obnmajaer uH(popMmalnmend 00 aaropuTMax M mIporpaMmax o0paboTku MHGOpMalLUU Ha
NCII/H;

- 005a1aeT BO3MOXKHOCTSMHU BHECEHHs OLIMOOK, HEAEKIapUpOBAaHHBIX BO3MOYKHOCTEH,
MIPOrpaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX MporpamMm B mporpamMmHoe obecrneuenne VCII/AH Ha
CTauu ee pa3pabOTKH, BHEAPEHUS U CONIPOBOXKICHUS;

- MOXKET pacronarath Jo0bIMH ¢parMeHTamu uHGopmauuu o Ttomosoruu MCII[IH u
TEXHUYECKUX CpelcTBax 00paboTku U 3amuTthl [1/IH, o6padaTtiBaembix B UCIT/H.
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6 TpeGoBanus k nepconasy no odecrneyennio 3amuThl [1H

Bee corpymauku MBOY «COII Ne 54» r. YeOGokcaphl, SBISIONIUECS MOJIb30BATEISIMU
NCTI/JH, nomKHBI YETKO 3HATh U CTPOTO BHITIOJHITH YCTAHOBJICHHBIC TPaBUJIa U 00S3aHHOCTH
10 AOCTYIMY K 3aIUIIaeMbIM 00BEKTaM U COOJIIOICHUIO TPUHATOTO pexxuma 6ezonacuoctu [1/1H.

[Ipu BCTymieHMM B JOJDKHOCTh HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBINM HaYabHUK
MOJIpa3/ieiecHusi, B KOTOpPO€ OH TIOCTYNAeT, O0s3aH OpraHW30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLIHMEM H  HEOOXOJAMMBIMH  JIOKYMEHTaMH, PErIaMEHTUPYIOIIUMU
TpeboBanus mo 3amute IIJ[H, a Takke oOydeHHe HaBBIKAM BBIIIOJHEHHUS TPOLEIYD,
HEOOXOAUMBIX JUTSl CAHKITMOHUPOBAaHHOTO Hctonb3oBanust UCII/IH.

CoTpyIHUK NOJHKEH OBITh O3HAKOMIIEH CO CBEIACHUSMU HacTosied [loTuTHKH, MPUHSATHIX
nporeayp padotsl ¢ anemenTamu UCITIn u C3I1/1H.

Cotpynuukun MBOY «COII Ne 54y r. UeGokcapsl, HCHOIB3YIONINE TEXHUYECKHUE CPEACTBA
ayTeHTU(UKALMK, JIOJDKHBI 00ecreyrBaTh COXPAHHOCTh HAEHTU(UKATOPOB (3JIEKTPOHHBIX
kiroueil) u He gomyckatb HCJl x HUM, a Tak e BO3MOKHOCTb MX YT€pU WJIM HCIOJIb30BAaHUS
TpeTbUMH JuLIaMU. [lonb3oBaTenu HECYT NMEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a COXPAHHOCTh
UJEHTU(DUKATOPOB.

Cotpynaukun MBOY «COII Ne 54» r.YeOokcapbl JOJKHBI CJI€IOBaTh YCTaHOBJICHHBIM
poLeaypaMm nojiepkanus pexxuma 6esomnacuoctu [1/1H npu BeIOOpe U MCHONB30BaHUU HapoJien
(ecnu HE UCTIONB3YIOTCS TEXHUYECKUE CPECTBA ayTeHTU(UKALINN).

Cotpymaukn MBOY «COII Ne 54» r. UebGokcapbl MODKHBI 00eCTIeUnBaTh HAJICKAIIYIO
3aIKUTy O00OpPYMOBAaHMS, OCTABISEMOTO 0€3 MPHCMOTpa, OCOOEHHO B TEX CIIy4asX, KOT/Ja B
MOMEILIEHHEe UMEIOT JOCTYI MOCTOPOHHUE Jnla. Bee monb3oBareny TOMKHBI 3HATh TPEOOBaHUS
o 6e3omacHoctu [1/IH u mporeypsl 3amUTel 000PYAOBaHUS, OCTABICHHOTO 0€3 MPUCMOTpA, a
TaK)Xe CBOM 00SA3aHHOCTH M0 00ECIIEYEHNIO TAKOM 3aI[UTHL.

CoTpyaHUKaM 3alpeliaercs YCTaHABJIMBATh IIOCTOPOHHEE MporpaMMHOE oOecreueHue,
MOAKIIIOYATh JINYHbIE MOOMJIbHBIE YCTPOICTBA U HOCUTENH MH(OPMAIINH, a TaK K€ 3aIUChIBAThH
Ha HUX 3alUIIaeMyI0 HHPOPMAIHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allydiiaeMyr0 HUH(pOpMaIMio, KOTopas crajia UM
u3BecTHa Impu pabore ¢ wuHPopManuoHHbIMU cuctemMamMu MDBOY «COII Ne 54» .
UYebokcapol.Ilpu padore ¢ [1JIn B8 UCII[IH cotpyaanku MBOY «COIIl Ne 54» r. Yebokcapbl
00s3aHbl 00ECHEUUTh OTCYTCTBHE BO3MOXHOCTH mpocMmorpa [I/lH Tperpumu nunamm c
MOHUTOPOB APM unu TepMUHAIIOB.

[Ipu 3aBepmmenun padotel ¢ UCII/IH coTpynauku 00s13aHbl 3aiMTUTh APM miin TepMUHAIIBI
C TMOMOIIBIO OJIOKUPOBKM KIIOUOM HIIM 3KBUBAJICHTHOTO CpPEICTBA KOHTPOJS, HaIlpHUMeEp,
JOCTYIIOM TIO MapOJII0, €CIIM HE UCTIONIb3YIOTCS 00Jiee CUIIbHBIE CPEACTBA 3aIUTHI.

Cotpyanukun MBOY «COIL Ne 54y r. Uebokcapsl AOKHBI ObITH TPOMHGOPMUPOBAHBI 00
yrpo3ax HapylieHus pexxuma 6ezonacHoctu I1/[H u oTBeTcTBEHHOCTH 3a ero Hapymienue. OHu
JIOJKHBI OBITh O3HAKOMJIEHBI C yTBEP)KJIEHHOU (opManbHONW MpOLEaypOl HaJOKEHHUS
JUCHMIUIMHAPHBIX ~ B3BICKAHUW  HA  COTPYIHUKOB, KOTOpble Hapyumid  [lomuTtuxy
nH(MOpPMALMOHHON OE30MMaCHOCTH U MpoLeAypbl 6e3omacHoctH [1/1H.

CoTtpyaHuku o00s3aHbl 0€3 TpoOMeANieHUus coolmarh 000 BceX HaOMIOJaeMbIX WU
MOA03pUTENBHBIX ciaydasx pabotel UCII/IH, MOrymux mosieys 3a coboil yrpo3sl 0€30macHOCTH
[, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBaroiux Oe3zomacHocTh [1]]H,
PYKOBOJICTBY MOJAPA3EIEHUS U JIUILY, OTBEUYAIOLIEMY 32 HEMEUICHHOE pearupoBaHUe Ha YTPO3bl
oe3onacHocTu I1/1H.
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7 JoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In

JomxaocTHBIE 00s13aHHOCTH mob3oBareneit UCIIIH onucaHbl B CIEIYIOMUX TOKYMEHTAX:

- Nucrpykuus agmunuctparopa UCII/IH;

- Nncrpykuus anmunuctparopa 6e3onacuoctu UCI/H;

- Uucrpykuus nons3osatens UCII/IH.

OteerctBeHHOCTH cOTpyaHUKOB CIT/ITH MBOY «COIII Ne 54» r. Yebokcapshi.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utons 2006
r. Ne 152-®3 «O nepcoHanabHBIX JAaHHBIX» JIMIA, BHHOBHbIEC B HAPYLIEHUU TPeOOBaHUI JaHHOTO
@denepalbHOTO  3aKOHA,  HECYT  IPAXKJAHCKYI0,  YIOJOBHYIO,  aJMHUHHCTPAaTHUBHYIO,
JUCHHUIUTMHAPHYI0O U MHYIO NPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JleiicTByromiee 3aKk0HO1aTeNIbcTBO PD Mo3BOISET MPeAbABIATh TPEOOBAHUS [0 00ECTIEYEHUIO
Oe3omacHoil paloThHl ¢ 3amuIIaeMol MHGopMalel U mpeaycMaTpuBaeT OTBETCTBEHHOCTh 3a
HapylIeHHEe YCTaHOBJIEHHBIX MpaBuJI 3KciuTyatanuu OBM u cuctem, HempaBOMEpHBIN TOCTYH K
nH(pOpMalUY, €CU 3TH JAEHUCTBUS NMPHUBEIN K YHUYTOXXEHMIO, OJOKMpPOBAHMIO, MOJU(UKALINU
nH(popMaluy WK HapylieHuto padotel OBM unu cereit (ctatbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIAn u agmunuctpatop 6e3omacHocty UCIIJIH HECyT OTBETCTBEHHOCTh
3a BCE JEWUCTBUS, COBEpIICHHbIE OT MMEHM HMX YYETHBIX 3aluced WM CHUCTEMHBIX YYETHBIX
3anMcel, eciid He I0Ka3aH (pakT HeCAaHKIIMOHUPOBAHHOTO MCIIOIb30BaHUS YUETHBIX 3aIlnceH.

[Ipn napymenusx corpynnukamu MBOY «COII Ne 54» r. Yebokcapbl— mosib3oBaTeneit
UCIIda npaBun, cBs3aHHBIX C Oe3omacHocThio [IJ[H, OHM HECyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JIEHCTBYIOIIMM 3aKOHOAATENbCTBOM Poccuiickoit @enepanuu.

[IpuBeneHHble BhIIE TpeOOBaHMS HOPMATHUBHBIX JOKYMEHTOB MO 3alluTe HHQOpMAIMU
JOJDKHBI OBITh OTpakeHbl B [lomoxenusx o moapazgeneHusx MBOY «COII Ne 54» r.
UYebokcaper cymiectBiasitomux oo6padotrky [1[ln B MCIIIH w M0DKHOCTHBIX HHCTPYKIIHSX
cotpynaukoB MBOY «COII Ne 54» r. Yebokcapsi.

Heo6xomumo BHecTH B [Tonoxenus o noapazaeneHussx MbOY «COIIl Ne 54y r. Yebokcapsl
ocymectBisitomux  obpadorky I[IJln B HWCII[AH cBemeHus 00 OTBETCTBEHHOCTH HX
PYKOBOJUTENEH U COTPYAHUKOB 3a pas3rjallleHHe U HECAHKIMOHHPOBAHHYIO MOIU(PHUKAIUIO
(uckaxxenue, panbcuduranuio) I1J[H, a Taxke 3a HEMpaBOMEpPHOE BMEIIATEILCTBO B MPOIECCHI
UX aBTOMaTU3UPOBAHHON 00pabOTKH.
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8 Cucox HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMAaTHUBHO-IIPABOBBIMU M METOJUYECKMMM JOKYMEHTaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiit 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Janee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE NPUHLMUIBI U YCIOBHUS
obpabotku I1/IH, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUM, CBSI3aHHBIX
¢ obpadoTkoit [1][H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit @eneparyu ot 1H0os0ps 2012 r. Ne 1119 «O6
YIBEp)KJICHHH TpeOOBaHMW K 3alluTe IEePCOHANBHBIX JaHHBIX TPH HX 00pabdoTke B
MH(OPMALMOHHBIX CHUCTEMAaX MEPCOHATBHBIX JTaHHBIX».

3 «Ilomoxxenne 06 0coOeHHOCTSIX 00pabOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMOM 03
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTU3alun», yreepxkaeHHoe [locranoBnenueM [IpaBurenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHusi K MaTepUalbHBIM HOCHUTENISIM OMOMETPUUECKHUX NEPCOHAIBHBIX JAaHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JAaHHbIX BHE WH(OPMALMOHHBIX CHUCTEM MEPCOHAIbHBIX
JTaHHBIX», yTBepxkAeHHbIe [locTranoBenneM [IpaBurenscrBa PO ot 06.07.2008 . Ne 512.

5 HopmaTuBHO-MeTOIMYecKre TOKYMEHThl DenepanbHON CIyXKObl MO TEXHUYECKOMY U
IKCIIepTHOMY KOHTpOJt0 Poccmiickoit @enepanuu (nanee - ®CTOK Poccun) mo obecrieueHuto
6e3omnacuoctu [1/1n mpu ux o6padotke B MCIIx:

6 Pexomenanuu o o0ecreyeHu o 0€30MacHOCTH MIEPCOHANTBHBIX JAHHBIX ITPH X 00paboTKe
B MH(QOPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX NaHHBIX, YTB. 3am. nupektopa @CTOK Poccun
15.02.08 1.

7 OCHOBHBIE MEPOTIPUATHS IO OPraHU3ANMK U TEXHUYCCKOMY 00€CIIeUueHHUI0 0e30MacHOCTH
MEepPCOHANBHBIX JAHHBIX, 00pabaThbIBa€MbIX B HH(DOPMAIIMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekropa @CTIK Poccun 15.02.08 r. (JACII)

8 bazoBass Mojenb yrpo3 0O€30MacCHOCTH MEPCOHAIBHBIX MTaHHBIX MPH HX 0OpabOTKe B
MH(POPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, yTB. 3aMm. aupektopa PCTIK Poccum
15.02.08 r.

9 Meroauka onpeaeneHus: akTyaJbHbIX yrpo3 0€30MacHOCTH NEPCOHATBHBIX JAaHHBIX IPU UX
o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX MaHHBIX, yTB. 3aM. JIUpEKTOpa
OCTOIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusTuii o odecnevyennn 6esonacHoctu UCII K3 K2 K1
I B nojcucreme yrnpapiieHus J0CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U TIPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXxo/i¢ B onepannoHuyto cucremy UCIIx mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
JENCTBUSI, ITTAHOM HE MEHEE MIECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTH(UKALNIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB 00padoTku [1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBsI3M, BHEMHUX ycTpoilcTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 PeaJ'II:ISOBaTI) I/\I'JICHTI/I(l)I/IKaHI/IIO porpamMmm, TOMOB, KaTajoToB, ¢aiioB, 3amucei, i + +
TOJICH 3aruceid o HMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B i + +
COOTBETCTBUU C MAaTPHIIEH IOCTYMa;
nipu Hammanu noakoueHus MUCIIIH k ceTsim 00111ero mojas30BaHus T0DKHO He mumxe 5-ro He mmxe 4-ro He amxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE SIKPAaHUPOBAHUE. YpOBHS YpOBHS YpOBHS
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3allUIEHHOCTH
Jlns obecrieueHns 6e301macHOro MexcereBoro B3anmoaerictus B UCITIx ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOAMMO HCIIOJIb30BaTh MO YpOBHS YpOBHS YpOBHS
3alUMIICHHOCTH | 3aIIMIIEHHOCTH | 3allUIICHHOCTH
1i CpencTBo 3amuThl OT TPOrpaMMHO MateMaThuieckux Bo3aeiicteuii (ITMB):
PeanuzoBaTh uieHTHGUKALNIO U ayTEHTHU(PHUKAIIUIO CYObEKTOB AOCTYIA MPHU BXOJIE B
CPEICTBO 3aIIUTHI OT MPOTPaMMHO MaTemMaThueckux Bo3zeicteuii (IIMB) u nepen
1 BBITIOJIHEHUEM UMM JIOOBIX ONEpalliii IO yIpaBiIeHUIO GYHKIUSIMH CPEACTBA + + +

3amuTel oT [IMB 1o mapoJtio (wim ¢ UCrosIb30BaHNEM MHOTO MEXaHHU3Ma
ayTeHTU(UKAIIMH) YCIOBHO-TIOCTOSHHOTO JIEHCTBHSA JUIMHON HE MEHEe IIECTH
OYKBEHHO-ITU(POBBIX CHMBOJIOB;
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Ocy1ecTBIATh KOHTPOJIb JIIOOBIX ACUCTBUI CYOBEKTOB JOCTYIIA IO YIIPABJICHUIO
¢bynkuusmMu cpeacTa 3amuTsl oT [IMB TosbKO moce mpoBeieH st €ro YCIenHO
ayTeHTU(UKAIIH;

[IpeaycMoTpeTs MeXaHU3MbI OJIOKMPOBAHUS JIOCTYIIA K cpeacTBaM 3amuTthl ot [IMB
IIPY BBINOJHEHUHM YCTAHABIMBAEMOI'0 YMCJIa HEYTAYHBIX MTOMBITOK BBOJA NAPOJIS;

Heob6xomumMo mpoBoIuTh HIeHTHGUKAIINIO (DaliIoB, KATAJIOTOB, MPOTPAMMHBIX
MO/IyJIEW, BHEIIHUX YCTPOMCTB, HCHOJIb3YEMBIX CPEICTB 3aUThl OT [IMB;

B noacucreme peructpanuu u yyera:

OcymiecTBIATh pErUCTpalIMio BXoAa (BbIX0/1a) CyObeKTa I0CTyla B CUCTEMY (U3
CUCTEMBI), TUOO PErUCTPALIMIO 3arPy3KU U MHUIMAIN3AMH OTIEPalluOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
IIPOBOJIUTCS. B MOMEHTBHI anmnapaTtypHoro otkiatodenuss MCII/Ia. B napamerpax
perucTpanum yKas3blBaloTCs JaTta U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cUCTeMY (M3 CUCTEMBbI) UJTH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBoUTH yueT Bcex 3allUIaeMbIX HOCUTeNlel HHGOpPMaIUH C TOMOIIBIO UX JIF000H
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHal (YUETHYIO KapTOUKY);

[IpoBoUTH perucTpaluio BXoa/BbIXo/1a CyObEKTOB JIOCTYMA B CPEACTBO 3aUIUTHI OT
[IMB, perucrtpanuio 3arpy3ki 1 HHHIMAIU3AIU1 3TOTO CPEACTBA U €€
MIPOrpaMMHOTO OcTaHOBa. B mapameTpax perucrpanuu yka3zblBacTcsl BpeMs U Jata
BXO0/1a/BbIX0JIa CYOBEKTa AOCTYIa B cpeAcTBO 3amuThl 0T [IMB nnu
3arpy3Ku/0CcTaHoBa 3TOTO CPEJICTBA, a TAKXKE UACHTU(UKATOP CyOBbEeKTa AOCTYIIA,
WHUIIMUPOBABIIETO JAaHHBIE TEHCTBUS;

[IpoBoauTH perucTpanuio coobITUi TpoBepkH 1 00HapyxeHus [IMB. B nmapamerpax
pErucTpalyy yKa3bIBalOTCSA BpeMs U J1aTa MPOBEpKH win oOHapyxenus [IMB,
UIACHTUPHUKATOP CYObEKTa JOCTYIa, MHULMUPOBABIIETO JaHHbIEC ICHCTBUS, XapaKTep
BBITIOJIHSEMBIX JICUCTBUI IO MIPOBEPKE, THIT 0OHAPYKEHHOM BPEAOHOCHOM
nporpammsl (BII), pesynbrar neiictBuii cpeactpa 3amutel no 6jgokuposanuto [IMB;

[IpoBoauTH peructpalyio CoObITUI IO BHEPEHUIO B CPEACTBO 3amuThl oT [IMB
MakeToB OOHOBJICHUN. B mapaMeTrpax peructpanum yka3plBaloTCs BpeMs U JarTa
0OHOBJIEHUS, UACHTU(PUKATOP CYOBEKTa JOCTYIA, MHUIIUUPOBABIIETO JAHHOE
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JeWiCTBUE BEpCHUs U KOHTPOJIbHAS CyMMa IaKeTa 0OHOBIICHHS,

[TpoBOANTE perucTpaIuio cOObITHI 3amycKa/3aBepiIeHus: paboThl MOAYJIEH cpelcTBa
samutsl oT [IMB. B nmapamerpax perucrpanuy yKasslBarOTCs BpeMsl U JlaTa
3aIrycKa/3aBepIieHus: padoThl, HISHTH(PUKATOP MOAYIIS, HACHTH(PHUKATOP CyObeKTa
JOCTYIa, MHUIIMHPOBABIIETO TAHHOE JICHCTBHE, PE3yabTaT 3aIlyCcKa/3aBepIICHUS
paboTh;

JIOJI’KHA ITPOBOIUTHCS perucTpalysi COObITUI YIpaBlIeHUsI CyObEKTOM JI0CTYyIa
¢byHkuusMu cpeacTsa 3amuThl oT [IMB. B mapamerpax perucrpanuu yka3bIBaroTCs
BpeMs U J1aTa COOBITUS YIIpaBICHUsI K101 QpyHKLKEH, HIEHTU(DUKATOP U
cnenudukanus GyHKIUN, UIEHTUPUKATOP CYObEKTa T0CTyIa, MHUIIMHPOBABILIETO
JAHHOE JIeMCTBHE, Pe3yIbTaT NeHCTBUS;

[TpoBOANTH perucTpaIiio COOBITHI TOTIHITOK JOCTYIA TPOTPAMMHBIX CPEJICTB K
MOJyJIsIM cpeacTBa 3amuThl OT [IMB unu crienmanbHbIM JoByIIKaM. B mapamerpax
pPErucTpaIfy YKa3bIBAIOTCS BPEMS U JIaTa MOMBITKH J0CTYIA, HICHTU(PHUKATOP
MOTyJIsl, UACHTU(GUKATOP U crierduKaIys MOy cpencTsa 3amuTsl oT [IMB
(cneruanbHOM JIOBYIIIKH), pe3Y/IbTaT MOTBITKH TOCTYIIA;

[TpoBOoaMTH perucTpamuio coOOBITUI OTKaTa A cpeacTBa 3anuthl oT [IMB. B
napaMmeTpax perucTpalyy yKa3bIBatoTCs BpeMsl U JjaTa COOBITHS OTKaTa,
crenuduKanus AeWCcTBU 0TKaTa, HACHTU(PUKATOP CyObeKTa JOCTYIIa,
WHUIMUPOBABIIETO JAHHOE JICHCTBUE, pE3yJbTaT IeHCTBUS,

10

OO6ecrieynTh 3alIUTY JAHHBIX PETHCTPAIMU OT UX YHUUTOXKEHUS WIH MOAU(PHUKAIIUN
HapyIIUTETIEM;

11

PeanuzoBaTh MexXaHU3MBI COXpaHCHUA JAHHBIX PErUCTpalluU B CIIydac COKpallCHUA
OTBCACHHBIX IO HUX PECCYPCOB;

12

Peann3oBaTh MEXaHU3MBI IPOCMOTPA U aHAIM3A JAHHBIX PErHCTPALUU U UX
(GWIbTpaLKy 10 33JaHHOMY HAaboPy NMapaMeTpoB;
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13

[TpoBOANTH ABTOMATUYECKUN HETIPEPHIBHBII MOHUTOPUHT COOBITHIA, KOTOPbIE MOTYT
SABIIATbCA NpUUnHON peannszauuu [IMB (co3nanue, penakTupoBaHue, 3aucCh,
KOMIIJISIUS 00BEKTOB, KOTOPbIe MOTyT coepkarhb BIT).

14

Peanu3oBaTh MEXaHW3M aBTOMAaTUYECKOIO AaHAJIW3A JAHHBIX PErUCTPALMH 110
mradioHaM TUMOBBIX posiBieHui [IMB ¢ aBToMaTHueckum ux OJIOKHPOBaHUEM U
YBEIOMIICHUEM aIMHUHUCTPATOPa O€3011aCHOCTH;

15

[IpoBOIUTH HECKOIBKO BUIOB y4eTa (AyOIUpPYIOLINX) C PETUCTPALIMEN BbIIaUH
(npuema) HocuTenel nHpopMaluy;

16

OcymiecTBIATh perucTpanmio Bxoaa (BbIXxo/1a) CyObEKTOB JIOCTyIa B CUCTEMY (U3
CUCTEMBI), TUO0 perucTpanus 3arpy3ku 1 THULHATU3alU1 ONIePallMOHHON CHCTEMBI.

17

OcCyIIecTBIATh PETUCTPAIHMIO BBIIAYH MEYaTHBIX (Tpa@UUecKX) TOKYMEHTOB Ha
«TBEPIYIO» KOMHIO. B mapameTpax perucrpamnuy yka3pIBaroTCs (1ata U Bpemst
BbIJauu (0OpalieHus K MOJCUCTEME BbIBOJIA), CTIelM(UKAIINUS YCTPOIICTBA BbIIAUU —
Joruyeckoe uMs (HOMep) BHELIHEro YCTPOICTBA, KpaTKOE COJepKaHUE
(HauMeHoBaHue, BUI, UQP, KOI) ¥ YPOBEHb KOH(MUICHIIUATLHOCTH JOKYMEHTA,
uaeHTU(UKATOP CYOBEKTa OCTYyIA, 3alIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pErUCTpaIMIo 3aycKa (3aBepIIeHHs ) TPOrpaMM U MPOIIECCOB
(3amanui, 3a/1a4), MpeIHA3HAYCHHBIX JIsl 00paboTKH 3antuinaemMbix aiaos. B
napaMeTpax perucTpaluy yKa3bIBalOTCs JaTa U BpeMs 3amycKa, uMs
(mpeHTHdUKATOP) MPOTpaMMBI (TIpoliecca, 3aaHus), HACHTH(PUKATOP CyObEeKTa
J0CTYyIIa, 3alIPOCUBIILIETO IIporpamMmy (IIpoLecc, 3a/laHue), pe3yapTaT 3amycKa
(ycrienHbIi, HEYCIEITHBIN — HECAHKITMOHUPOBAHHBIN),

19

OcymiecTBIATh PErUCTPALIMIO MOMBITOK AOCTYIA TPOrPaMMHBIX CPEICTB (MIPOrpamm,
MIPOLIECCOB, 3a/1a4, 3a/IaHni) K 3anuiaeMbiM (paiiiam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS JaTa U BpeMsl MOMBITKH TOCTYIIA K 3alluIiaeMoMy ¢aillly ¢ ykazaHueM
ee pesynbrara (ycHeliHas, HeyClelIHasi — HeCaHKIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa JIocTyna, cnenrdukarys 3ampmaemMoro Qaiina;
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20

OcCyIecTBIATh PErUCTPAIMIO MOTBITOK JOCTYIIa TPOTPAMMHBIX CPEICTB K
CJICAYIOIIMM JIOTIOJTHUTEIHHBIM 3alUIIAEMbIM 00bEKTaM JIOCTYIIA: TepMUHAJIAM,
KomrbloTepam, y3iam cetu UCII/IH, muausM (kaHaiaMm) CBSI3U, BHEITHUM
YCTPOKCTBAM KOMITBIOTEPOB, ITPOTpaMMaM, TOMaM, Kataioram, (aiiaam, 3aucsm,
MoJIsIM 3amnmceil. B mapaMerpax peructpanuy yKa3bpIBalOTCs 1aTa U BPEMS TTOIBITKA
JOCTYyTIA K 3aIUIIaeMOMYy OOBEKTY C YKa3aHHUEM ee pe3yibTaTa (ycIemHasi,
HEYCIeNTHas — HECAaHKIIMOHUPOBaHHAs ), MACHTHU(PHUKATOP CyOBEKTa IOCTYIIA,
crenuQpuKanus 3alMIaeMoro 00beKTa — JOrHuecKkoe UMst (HoMep);

21

[IpoBOUTH yueT Bcex 3allUIaeMbIX HOCUTENEH HHPOPMAIIUH C TOMOLIBIO UX
MapKUPOBKH U C 3aHECEHNEM YUYETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcyiiecTBIATh OUUCTKY (OOHYJIEHHE, 00e3THYNBaHNE) OCBOOOKIaeMbIX 001acTen
OTICPATUBHOW MaMsATH KOMIBIOTEPOB U BHEITHUX HaKonmuTene. OuncTka
OCYIIECTBIISIETCS OJHOKPATHOW TIPOU3BOJIBHOM 3aMHCHI0 B 0CBOOOKIaEMYIO 00J1aCTh
MaMSTH, paHee HCIIOH30BAHHYIO JUISI XPAaHESHUS 3alIUIIaeMbIX TaHHBIX ((aiiios,
nHdopmanun);

B noacucreme obecrniedeHus 1IeJIOCTHOCTH

O6ecneunTh 1EIOCTHOCTh TPOTPAMMHBIX CpecTB 3amuThl B coctae C3I1/IH, a
TaK)ke€ HEM3MEHHOCTb MTPOrpaMMHOI cpeabl. [Ipu 3TOM 11e10CTHOCTh CPECTB 3alIUThI
MIPOBEPSIETCS TIPH 3arpy3Ke CHCTEMBI 110 HATHMYHUIO UMEH (MICHTU(PUKATOPOB)
komnoneHT C3I1/IH, 1eT0CTHOCTh MPOTrpaMMHOM Cpe/ibl 00eCIIeYnBaeTCS
otcyrctBueM B MCIIJIH cpeacTB pa3pabOTKu U OTIIAJIKA MPOTPAMM;

OcymectBiath ¢usznueckyro oxpany UCIIIH (ycTpoiicTB 1 HOCUTEEH
uHpopmalun), mpeaycMaTpuBaroias KOHTpob fqoctyna B nomemenus UCIT/Ixn
MMOCTOPOHHUX JINI, HATMYHNE HA/ICKHBIX MPEMATCTBUI 17151 HECAHKIITHOHUPOBAHHOTO
nporrkHoBeHus B omemenust ICII/{x u xpanunuiie HocuTenel nHhopMaIu;

[TpoBoauTh nepuoanyeckoe tectupoBanue Gynkuuit C3I1IH npu n3smenenuu
nporpaMMHoO# cpenbl ¥ nepconana MCII/IH ¢ nomolpio TecT-mporpamm,
nmutupyroux nonsitkn HC/L;

TOJDKHBI OBITh B HATMYUK cpeacTBa BocctanoBieHus C3I1/1H, npenycmaTtpuBatomue
Be/ICHHE JBYX KOIUH MPOrpaMMHBIX CPEJCTB 3aIIUTH HH()OPMALIUH, UX
HEepHOANUECKOe OOHOBIICHHE M KOHTPOJIb pab0TOCTIOCOOHOCTH;
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[IpoBoAUTH IPOBEPKY LETOCTHOCTU MOJYJIEH cpencTBa 3auuTel oT [IMB,

S) HEOOXOAUMBIX JUIsl €M0 KOPPEKTHOTO (PYHKIIMOHUPOBAHMUS, TIPU €TO 3arpy3Ke C + + +
HCII0JIb30BAHUEM KOHTPOJIBHBIX CYMM,;
ObecreunTbh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3aiuTel oT [IMB,

6 MpelyCMaTPUBAIOILIAs BEICHUE ABYX KONMU MPOTPAMMHOTO CPEACTB 3allHUThI, €0 + + +
MIEPHOIUNIECKOE OOHOBJICHHE U KOHTPOJIb PA0OTOCIIOCOOHOCTH;
Peanm3oBaTh MEXaHW3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHH CPEACTBA

7 3amuTsl oT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTs pesepBHOE kKonupoBanue [1/IH Ha oTUy)MaemMbie HOCUTETN HHGOPMAITHIH;

8 - + +

V B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMaTHYECKYIO MPOBEPKY HA Hanuuue BII wnu nocneacreuii [IMB

1 nipu ummnoprte B UCII/IH Bcex mporpaMMHBIX Moayel (IPUKIIaHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT cofepxaTh BII, mo ux TUMoBBIM 11a0JI0HAaM U C IOMOIIBIO
IBPUCTUYECKOTrO aHAIIN3A;
PeanuzoBaTh MeXaHU3MBI aBTOMAaTHYECKOTO OJIOKMPOBaHUs 0OHapykeHHBIX BII

2 MyTeM UX YIAAJICHUS U3 TPOrPaMMHBIX MOJYJICH WM YHUUITOXKCHHS; + + +
PerynsipHo BbINOIHATH (IIpH epBoM 3arrycke cpeacTs 3amuThl [1{n ot IIMB 1 ¢

3 yCTaHaBIMBAaEMOH MEePUOJINYHOCTHIO) IPOBEPKa Ha MpeaMeT Hanuuus B HuX BIL; + + +
JomkHa nHUIIMUpOBaThCs aBToMatndeckas nposepka MCII/Ixn Ha npeaMeT Hamuuus

4 BII npu BeisiBieHnu ¢dakra [IMB; + + +
Peanu3oBaTh MexaHU3M OTKaTa Jyisl yCTaHABIMBAEMOIO YKCIIa ONEepaluil yAaleHus

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOAYJIEH U + + +
MPUKJIAHBIX TPOrpaMM WJIM POTPaMMHBIX CPEICTB, cogepxkamux BIL.

6 JononuutensHo B UCII/IH noymkeH npoBOUTHCS HENPEPBIBHBIA aBTOMAaTUYECKUM + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO ¢ 11eNbl0 BhisiBieHus BIL.

VI KonTponas orcyrcteus HIB B 110 C3U1
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Jiist mporpaMMHOTO 00eCTIeYeHH s, UCTIONIb3YeMOT0 TIPH 3aIUTe HH(OpPMAIUK B
NCTIn (cpencts 3ammuthl nHGopmanmu — C3U, B TOM 4ucie U BCTPOSHHBIX B
1 oOIIecucTeMHOE 1 MPUKIaIHOE porpaMmuoe obecnieuenue — [10), momkeH ObITh + + +
o0ecreveH COOTBETCTBYIOIINN YPOBEHB KOHTPOJII OTCYTCTBHS B HeM H/IB (He
JIEKJIIAPUPOBAHHBIX BO3MOKHOCTEN).

VIl O6napyxenue sropxenuit B UCIIJIx

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctase MCIIJIH mporpaMMHBIX WM IPOrPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHnus sropxkenuii (COB).

Heo0xoanmo 00s3aTenbHOE HCIIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCII0JIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIN3A

2 Heo6xoanmo 00s3aTenbHOe CIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTak,
MCIOJIb3YIOUINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/IbI BBISIBJIICHUS! aHOMAJIUI

VIl 3ammuTa UCITdu ot IDMHWH

st oO6paboTku nHGOpManmu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomme
TpeboBaHusAM cTaHIapToB Poccuiickoit deneparuu mo 3JIeKTPOMarHuTHOM
COBMECTHMOCTH, 110 0€30MaCHOCTH ¥ SPrOHOMHYECKUM TPEOOBAHUAIM K CPEICTBaM
oToOpaxkeHus: HHPOPMAIMH, TI0 CAHUTAPHBIM HOPMaM, MPEIbABISIEMbIM K
BHIeOTUCIUICHHBIM TepMuHaiaM [19BM (manpumep, TOCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, T'OCT P 50923 96, CaunlluH 2.2.2.542 96).

IX Onenka cootBerctBus MCII/[H TpeboBanmsam 6e3omacuoctu [1/1H

1 [IpoBectu 00s13aTENBHYIO CepTU(DHUKALINIO (ATTECTAIHMIO) IO TPEOOBAHUSAM
0e30macHOCTH MH(GOPMAITUH;

JlexnapupoBaTh COOTBETCTBUE WM 00S3aTEIbHYIO CepTHPHUKAINIO (aTTECTalHIO) MO

+ - -
TpeOoBaHUAM 0€30MacCHOCTH MH(GOPMAIUH (TI0 PEIICHHUIO OTIEPaTopa);

[Tpumeuanue: s UCII[n 4 xnacca nepedenb MepornpusaTuii o 3amute [IJH onpenensiercs B 3aBUCUMOCTH OT yiep6a KOTOPBIM MOKET ObITh

HAHCECCH B CJICACTBUU HCCAHKIIMOHUPOBAHHOT'O WJIK HCIIPECAHAMCPCHHOI'O NOCTYIIA K HHH

CornacoBaHo:
3amecTuTenb AUPEKTOpa JAmutpuesa ['anuna KoncrantuHoBHA
3aBeayronias KaHleasapuen baraiikuna Onbra BanepbeBHa

INonutuka nadopmannonHoit 6ezonmacHoctu. Crpanuna 27 u3 29



3aBeayrouias KaHUeJIsIpuein
3aMecTHTEeNh TUPEKTOPa
3aMecTHTEeNh TUPEKTOpa
3amecTuTenb AUPEKTOpa

JAmurpuesa Upuna ['ennanneBHa
Kynpusinosa Taresna HukosiaeBHa
Mapxkos Brnagumup Mapkenosuy
Ocunosa Csetiana ['eHHanneBHa

[Nonutnka nadopmannonHoit 6ezonmacHoctu. Crpanuia 28 n3 29



JInct o3nakomienus ¢ IosmTukoi nHpopManoHHON 0€30IaCHOCTH

Ne 1017 (0) HosxHocTh Hara Hoanmuceh
n/n
1 | Amutpuena ['annna 3amMecTUTeNb TUPEKTOpa
KoncrantunoBHa
2 | baraiikuna Osbra BasnepreBHa 3aBenytoniasi KaHIeJIsIpueit
3 | Amutpuesa Upuna I'ennanueBna 3aBeyronias KaHueasapuen
4 | KynpusHoBa Taresana HukonaeBHa 3aMecTuTeNb TUPEKTOpa
5 | Mapkos Biagumup Mapkenosud 3aMecTuTeNnb TUPEKTOpa
6 | OcunoBa Csetiana ['enHaaueBHa 3aMecTUTENh TUPEKTOpa

[Nonutnka nadopmannonnoi 6ezonmacHoctu. Crpanunna 29 n3 29
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