NHOOPMAILIMOHHA A ITAMATKA
JU OBYUAIOINXCA IS PASMEILEHNA

HA OOUILIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxabIM TOJIOM MOJIOJI)KHU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJbHUKU OJHH U3
CaMbIX AaKTHBHBIX IOJb30Baresne PyHera. Mexay TeM, HNOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEpHET HeceT M MpoOieMbl. DTa maMsaTKa JOJDKHA MOMOYb Tebe 0e30macHo
HAXOJIUTHCS B CETH.

KommnbrorepHble BUPYCHI

KommnbroTepHslii BUpYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX NPOTrPaMM, OTINUYUTEIBHON
0COOEHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTh K Pa3sMHOXKEHMIO. B jomonHeHne K 3ToMYy,
BHUPYCHI MOT'YT TIOBPEAUTD WJIH MOJHOCTHIO YHUUTOXHUTH Bce (Pailiibl U JaHHbBIE, TOAKOHTPOJILHBIE
MOJIb30BATEN0, OT HMMEHM KOTOpOro Obljla 3alylleHa 3apaKeHHas mporpamMma, a Takke
MOBPEIUTh WM JIa)Ke YHUYTOXHUTH ONEPAIMOHHYIO CHCTEMYy cO BceMu daitmamu B nenom. B
OOJIBIIIMHCTBE CIIy4aeB PaclpoCTPAHSIOTCS BUPYChI Yepe3 HHTEPHET.

MeToab! 3aIIUTHI OT BPEJJOHOCHBIX MPOTpamMMm:

1. Mcnonw3yil COBpEMEHHBIE OINEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb
3aIlUTBI OT BPEIOHOCHBIX ITPOrPaMM;

2. TlocTossHHO ycTaHaBiIMBal MayTu (IUQPOBBIE 3alIaTKH, KOTOpPbIE ABTOMATUYECKH
YCTaHABIMBAIOTCA C IEJNbl0  JOpabOTKM MpOrpaMMbl) M Jpyrue OOHOBJIEHHSI CBOEM
omepanoHHoM cucteMbl. CkaunBail MX TOJIBKO C OpUIMaIBLHOTO caiTa pa3padoTunka OC. Ecnm
CYIIECTBYET PEKUM aBTOMAaTHYECKOTO OOHOBIICHHS, BKIIIOUH €TO;

3. Pabotaif Ha cBOeM KOMIbIOTEpE MOJ MpaBaMu IOJb30BATENs, a HE aJMUHHUCTpATOpa.
OTO HE TMO3BOJUT OONBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HMHCTaJUIMPOBATHCS HA TBOEM
MEPCOHAIBHOM KOMIIBIOTEPE;

4. Mcnonp3yil aHTUBUPYCHBIE MPOTrPaMMHbIE MPOIYKTHI U3BECTHBIX MPOU3BOJUTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub pu3nUecKuii TOCTYN K KOMIIBIOTEPY JAJIsi HOCTOPOHHUX JIHII,

6. Vcnonb3yii BHENIHUE HOCUTEIN HH(OpMalMK, Takhe Kak (iemka, 1ucK win daii us3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHbIE (Dailiibl, MOJYYEHHbIE U3 HEHAJEKHBIX HCTOYHHUKOB.
Jlaxxe Te ¢aiiabl, KOTOpbIC MPUCTAT TBOM 3HAKOMBINH. JIydlle yTOYHHM y HETO, OTIPABIUI I OH
Tebe ux.

Cern WI-FI

Wi-Fi - 3T0 He BuA nepenaun 1aHHBIX, HE TEXHOJIOTHS, a BCEro JUIb OpeH, Mapka. Eme
B 1991 roxy Humepmanjckas koMmranus 3apeructpupoBana Oopenn "WECA", uyto o6o3Havano
cnoBocoueranue "Wireless Fidelity", kotopsrit mepeBoauTcst Kak "OecrpoBoiHAs TOUHOCTB".

Jlo Hamero BpeMeHHW Jomuia Japyras abOpeBuaTypa, KOTOpas SBISETCS TaKOM Ke
TexHoyoruen. 9to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO ¢ HAMEKOM Ha CTaHIApT
BhICIIIeH 3ByKoBOW TexHUKH Hi-Fi, uTo B mepeBoje o3HavaeT "BhICOKAs TOUHOCTH'.

Jla, GecrutaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX W a’pomnopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIEPTHI CUMTAIOT, 4TO 0bmenoctymnubie Wi-Fi
CEeTH He SBISIOTCS 0€30MacHBIMU.

CoBeTbl 110 0€30MMacHOCTH PadOThI B OOIIEAOCTYHBIX ceTax Wi-fi:



1. He mepenamaii cBoro nuuHyro uHpOpMamuio depes oOmenoctynasie Wi-Fi ceTw.
PaGoras B HUX, *KenaTeIpHO HE BBOAUTH MAPOJIU JOCTYIA, JOTHHBI U KaKue-TO HOMEpa,

2. Ncrnonb3yit 1 OOHOBJISH aHTHUBUPYCHBIE MPOTpaMMbI U OpaHaMayep. TeM caMbIM ThI
oOe3ormacuiib ce0st OT 3aKa4KH BUPYCa Ha TBOE YCTPOMNCTBO;

3. Ilpu wucnonp3oBanun Wi-Fi otkmoun ¢ynknmio "OOmmii noctym k ¢aitiam u
npuntepam". JlanHass ¢GyHKOMS 3aKpbITa 1O yYMOJYAHHUIO, OJHAKO HEKOTOphIE MOJIh30BATEIH
aKTUBUPYIOT €€ JUIs yI0OCTBa HCIIONb30BaHUs B paboTe UK yueoe;

4. He ucnonb3yii nmyonmunbii WI-FI mist mepenaum TUYHBIX MaHHBIX, HANpUMEDP IS
BBIXOJIa B COLIUAJIBHBIE CETU WJIM B AJIEKTPOHHYIO MOUTY;

5. HUcnone3yil Tonbko 3ammineHHoe coenuHenue uepes HTTPS, a ve HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOunsHOM Tenedone otkmoun ¢pynkuio "[loakmouenne k Wi-Fi aBTomarnyecku".
He nomyckaif aBToMaTuueckoro MOoAKII0UYEeHHs yeTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormacusi.

CouunanbHble CETH

ConuanbHble CETH aKTUBHO BXOJAT B HAILY )KH3Hb, MHOTHE JIIOAU pabOTalOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MIULIHAP] YEIOBEK, YTO SBJISAETCS OIHOM
CeIpMOW BCEX JKUTENEH IUIaHeThl. MHOTHE TMONb30BaTeld HE MOHMMAIOT, YTO HH(OpMAaIms,
pa3MelleHHas UMH B COLIMAIIbHBIX CETAX, MOXKET ObITh HaliJleHa ¥ UCIOJIb30BaHA KEM YTOJHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIarMMU HAMEPEHUSMHU.

OcHOBHBIE COBETHI 110 O€30MACHOCTH B COIIMANIbHBIX CETSIX:

1. Orpannup crnucok apy3eil. ¥ TeOs B Apy3bsiX HE JODKHO OBbITh CIy4dyalHBIX U
HE3HAKOMBIX JIIOZEH;

2. 3ammimai CBOI YacTHYI XW3Hb. He ykaspiBail maponu, TenedoHbI, aapeca, IaTy
TBOETO POXKICHUS M JPYTYI0 JIMYHYIO HH(OpMaLuio. 3I0YMBIIUIEHHUKA MOTYT HCIOJIb30BaTh
nake MH(OPMAIIHIO O TOM, KaK Thl U TBOU POIUTEIH IJIAHUPYETE POBECTH KaHUKYIIHI,

3. 3ammuimnail cBOIO penyTaluio - IepKU €€ B YMCTOTE U 3aJlaBail cebe BOompoc: XoTen Obl
ThI, YTOOBI APYTUE TMOJIH30BATEIHN BHUJIEIH, YTO ThI 3arpykaemib? [logymaii, mpexae yemM 4To-To
OIyOJIMKOBaTh, HAIIKCATh U 3arPy3UTh;

4. Ecau TbI TOBOPHILIB C JHOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE PEaIbHOE UM
U IPYTYIO JINUHYIO HH()OPMAIIMU: UM, MECTO JKUTENIbCTBA, MECTO YUeObl U IpoYee;

5. U36eraii pasmemenus ¢potorpaduit B IHTEpHETE, T/Ie THI M300pakeH Ha MECTHOCTH,
10 KOTOPOM MOXHO OTPEAETUTh TBOE MECTOIOJIOKEHHE;

6. IIpu peructpanyu B COLMAIBHON CETH HEOOXOIMMO MCIIONIb30BATh CIIOKHBIE MapOJIH,
cocTosiire U3 OyKB U UQP U C KOTMUECTBOM 3HAKOB HE MEHee §;

7. nst couManbHOM CeTH, MOYTHI U IPYTMX CalTOB HEOOXOAUMO HCIONb30BATh Pa3HbIE
naponu. Torga eciu Te€0s B3JIOMAIOT, TO 3JO0YMBIIIJIEHHUKHU MOJy4aT AOCTYI TOJBKO K OAHOMY
MECTY, @ HE BO BCE Cpa3y.

OJNEKTPOHHBIE JEHBIU

DJNEeKTPOHHBIE JEHBIH - 3TO OYEHb YAOOHBIN CIOCOO IIaTexeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JACHBIU.

ONEKTPOHHBIE JE€HBIU IOSBUIIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyaapcTBax J0 CUX IOp HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ MPOIUCAHO B 3aKOHE, TJIE UX Pa3AeisaioT
Ha HECKOJIbKO BUJIOB - aHOHMMHBIE 1 HE aHOHUMHbIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B



KOTOPBIX pa3peliaeTcss MPOBOAWTH OmNepanuu 0e3 WACHTU(HUKAIWK T0JIb30BaTeNs, a B
HEAHOHUMHBIX WICHTU(HUKAIIHS TOJIb30BATENS SBISETCS 00sS3aTEIBLHOM.

Taioke crnemyer pasnuyarh dJIEKTPOHHBIE (UATHBIE JNEHBI'H (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE He(pHaTHbIE EHbIU (HE paBHBI FOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO O€30MacHO padoTe C ANMEKTPOHHBIMU JIEHBTaMU:

1. IlpuBsxku K cueTy MOOWIBHBIM TenedoH. DTO caMblif yAOOHBIH M OBICTPBIA crIOCO0
BOCCTaHOBHUTH JOCTyHn K cuery. [IpuBsi3aHHBI TeneQoH IMOMOXKET, eciau 3a0ydels CBOM
MJIATEKHBIN MAapOoJIb WIIM 3al/ICIb Ha CAalUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3y#t ogHopasoBbie napoiu. [locie nepexosia Ha yCUIICHHYIO aBTOpHU3AIUI0 TeOe
yXe He OyeT yrpoxkarh ONaCHOCTh Kpa)kH WIIM TiepexBaTa IIaTeKHOro MapoJis;

3. BriGepu cnoxsbpiii mapoib. IIpecTymHukam OymeT HE TpOCTO yraaaTrh CIIOKHBIN
naposib. HajnexHble mapoiu - 3To mapoiiu, KOTOPhIE COIEPKaT HE MEHEee 8 3HAKOB M BKIIIOYAIOT B
ce0s CTpPOUHBIE U MPONUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK A0JJIapa,
¢yHTa, BOCKIMIATeNbHBIN 3HaK U T.I1. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCIIb.

DJIEKTPOHHAs MMoYTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUS U NPEJOCTABISEMBIE €10 YCIYTH 10 NMEPECHIIKE U
MOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHHUH, KOTOpBIE PACIPENENAIOTCS B KOMIBIOTEPHOH CETH.
OO6b14HO 3IEKTPOHHBIN MOYTOBBIN SIIHAK BBITTISLAUT CIEeIyIOLIUM oOpazoM:
uUMs_TIOJb30BaTesi@uMsl_JioMeHa. Takke KpoMmMe TIepelayd MPOCTOro TEKCTa, HMEeTcs
BO3MOKHOCTb II€peiaBaTh (ailiibl.

OcHOBHBIE COBETHI 1O 6€30TMacHO paboTe ¢ ANEKTPOHHOM MOYTOH:

1. Hamo BBIOpaTh MpaBUIIBLHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4Ile JOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBIA B
pEeUTHHrE;

2. He yka3piBaii B MHYHOU mouTe NU4HYI0 uH(bopmanuio. Hanpumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(panat@" umu "pok2013" BmMecto "Temal3";

3. Wcnonb3yil IBYX3TAlHYK aBTOPU3ALMIO. DTO KOIJa MOMHUMO Maposisi HY>KHO BBOJHMTH
KOJI, IpUChLIaeMbIil 1o SMS;

4. Bpibepu cloXHBIH mapoib. s KaXJOro MOYTOBOTO SIIMKA JOJDKEH ObITh CBOM
HaJIe’)KHbIN, YCTOMYMBBIN K B3JIOMY TapoJib;

5. Ecim ecTh BO3MOXHOCTBH HAIlMCAaTh CAMOMY CBOW JIMYHBINM BOIIPOC, MCIOJB3YH 3Ty
BO3MOKHOCTb;

6. Vcnonb3yil HECKOJNBKO IMOYTOBBIX SIIMKOB. llepBhIid AJi1 YacCTHOW MEpPENUCKU C
aJgpecaTamMy, KOTOPbIM Thl JOBEpSEIIb. JTO 3JIEKTPOHHBIM aJpec HE HaJ0 HUCIOJIb30BaTh MpPHU
peructpanuu Ha Gopymax U caiTax;

7. He oTkpeiBail ¢ailel U JIpyrue BIOXKEHUS B MUCHhMaX, JaKe €CJIIM OHU MPHUILIA OT
TBOUX Jpy3ei. Jlyunie yTouHU y HUX, OTIPABIISUIN JTH OHU TeOe 3TH (haiiibl;

8. [Tocnie oxoHYaHMs pabOTHI HAa TOYTOBOM CEPBHCE Mepe 3aKPHITHEM BKIIAJIKU C CAiTOM
He 3a0y1b HakaTh Ha "Beriftu".

KubepOymnuHr uin BUPTyadbHOE U3/IEBATEIHCTBO

KubepOynnmuur - mpecnefoBaHue COOOIIECHHSMHM, COJACPXKALIUMH  OCKOpOJIEHus,
arpeccuio, 3almyruBaHKe; XyJIUTaHCTBO; COIMAbHOE OOMKOTHPOBAHHME C MOMOIIBIO PA3TUYHBIX
HMHTEPHET-CEPBHUCOB.



OcHoBHBIE COBETHI IO OOPHOE ¢ KHOEPOYILTHHIOM:

1. He GOpocaiicst B 60ii. Jlyummii cioco6: mOCOBETOBAaThCS Kak ce0sl BECTU U, €CIH HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHAuYale YCIOKOUThCA. Eciau Thl HauHelb OTBEYATh
OCKOPOJIEHUSMHU Ha OCKOPOJIEHUS, TO TOJIBKO ellle O0JIbIIe Pa30AKeIlb KOHPIIUKT;

2. Ynpanisii cBoeit KubeppemnyTammei;

3. AHOHUMHOCTH B ceTh MHuMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAyHTOM;

4. He crout BecTH XyaUTraHCKUI 00pa3 BUpTyaslbHOH >ku3HHU. IHTEepHET (hukcupyer Bce
TBOU JICHCTBUSA U COXpAHSET UX. YIAIIUTh UX OYJIET KpaitHe 3aTPYyJAHUTEIHHO;

5. ColGuroait CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. UrHopupyii ennHUYHBIA HeraTuB. OQHOPA30BbIE OCKOPOHUTENILHBIE COOOIICHHMS JTyUIIe
UrHopupoBarb. OOBIYHO arpeccus NpeKkpamniaeTcst Ha HayalbHOU CTaINuu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIICHHUSIMU, B COLUATBHBIX
CeTAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHHI ¢ OIpeeIeHHbIX aIpECOB;

8. Ecam Te1 cBugerens kubepOymiuHra. TBou AEWCTBUA: BBICTYIUTh IPOTUB
IpeciiefioBartelis, IMOKa3aTh €My, YTO €ro JEWCTBUSA OLEHUBAIOTCS HETraTUBHO, IOAJEpP’KaTb
KEpPTBY, KOTOpOH HYXHAa TICHXOJIOTHYECKas TIOMOIIb, COOOHIMTH B3pOCHBIM O (hakTe
arpecCUBHOIO MOBE/ICHUS B CETH.

MoOunbHbI#I Tenedon

CoBpemenHble cMapT(OHBl U IUIAHIIETHI COAEPXKAaT B ce0de BIOJHE B3POCIBII
(GyHKIIMOHA, ¥ TeNIEpb OHU MOTYT KOHKYPHPOBATh CO CTAI[HOHAPHBIMU KoMIbloTepaMu. OTHaKo,
CPeACTB 3allUThl JUIsI MOJOOHBIX YCTPOMCTB NOKAa OYeHb Majo. TecTHpoBaHHME U TOHMCK
YS3BUMOCTEN B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak s IIK, To xe camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHUH.

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl y)Ke MPaKTHYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHaKO paciidpeHue (yHKIMOHana BiedeT 3a co0O0i OOJNBIIYIO CIOXXHOCTh M MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENHU BBIMYCKAaOT OOHOBJICHHUS, 3aKpPbIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI AJ1s1 0€30MMaCHOCTH MOOMIIBHOTO Tee(oHa:

Hudero He sBnsieTcss mo-HacTosmieMy OecruiaTHBIM. byab OCTOpokeH, Belb Korja Tede
IpeuIaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IJIATHBIE YCIIYTH;

Hymaii, mpexnae yem otnpaButb SMS, ¢oto uiam Buaeo. Thl TOYHO 3HaElIb, TJe OHH
OyayT B KOHEUHOM HUTOTE?

Heo0xonumo 0OHOBIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE MTPOTPAMMBI /17151 MOOMIJIBHBIX TEIE(POHOB;

He 3arpyxail npunoxeHusi OT HEU3BECTHOIO HCTOYHHMKA, BEAb OHU MOTYT COJEP’KaTh
BPEJIOHOCHOE TIPOrpaMMHOE 00ecTieyeHHE;

[Tocne Toro kak ThI BBIMIENIb C caifTa, I7ie BBOJAWI JIMYHYIO HHGOpMAIHIO, 3aliu B
HACTPOWKHU Opay3epa u ynanu cookies;

[leproguuecku npoBepsii, KaKue IUIaTHbIE YCIYyTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMEp MOOMJIBHOTO TeJe(OHA TOIBKO JIIOSIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSICILIb;



Bluetooth momxen ObITH BBIKITIOUEH, KOTJIa THl UM HE MOJb3yelibes. He 3a0biBail mHOTIA
MIPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAWH-WTPBI - OSTO KpacOYHbIC, 3aXBATHIBAIONINE pa3BICYCHUS,
OOBEAMHSIONINE COTHU THICSY YENIOBEK MO BceMy MUpY. MIrpoKM HCCIeAyIOT AaHHBIA UM MHD,
OOIIAOTCS IPYT € IPYTOM, BBIMIOJHSIOT 33JJaHUs, CPAKAIOTCS C MOHCTPAMH U MOJTy4YaloT OMbIT. 3a
YIOBOJIbCTBHE OHU IUIATAT: MOKYMAIOT JAUCK, OIUIAYUBAIOT aOOHEMEHT WM MPHOOPETAIOT Kakue-
TO OTIIIUH.

Bce otm cpenctBa ummyT Ha TOANEpKAHWE W pA3BUTHE WIPH, a TakXKe Ha camy
0€30IacHOCTb: COBEPILEHCTBYIOTCS CHCTEMBl AaBTOPH3AlMM, BBIMYCKAIOTCS HOBBIE MATYH
(undpoBbIe 3aMIaTKy ISl MPOTPAMM), 3aKPHIBAIOTCS YI3BUMOCTH CEPBEPOB.

B momoOHBIX HTpax CTOWT OIMAcaThCsi HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJBKO KpPaXH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIIMH OOJIBITMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTa:

1. Ecnu npyroit urpok BeneT ceOs MI0X0 WK CO3/aeT Tede HEeMPHUITHOCTH, 3a0JI0KUpYi
€r0 B CIMCKE UTPOKOB;

2. INoxamyiics aiMUHICTPATOPaM UTPHI Ha IJIOX0€ MOBEJCHUE ATOTO UTPOKA, JKEIATeIbHO
NPUIOKUTH KaKHe-TO JOKa3aTeIbCTBA B BU/I€ CKPUHOB,;

3. He yxa3pIBaii TuuHyr0 nHGOpMaILHIO B Ipodaiiie urpel;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeOUITMAIBHBIC TATYH U MOJIBL;

6. Vcrione3yii Cl0OXKHBIE U pa3Hble MapoJIy;

7. Jlaxxe BO BpeMs UTPHl HE CTOUT OTKIIOoYaTh aHTHBHpYyc. [loka ThI urpaemib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

QUIMHT WK KpaXka JTHYHBIX JAHHBIX

OObIYHOM Kpakel JeHer W JOKYMEHTOB CErofHs YK€ HHMKOrO HE YIUBHIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTUN  3JIOYMBIIUIEHHUKH TMEPEMECTWINCh B HWHTEpHET, U
MIPOAOIDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEJIOM.

Tak mosiBUJIach HOBas yrpo3a: WHTEPHET-MOUICHHWYECTBA WM (DUIIMHT, TJIABHAS LETb
KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUIEHIMATIbHBIX JaHHBIX IOJb30BaTeNE - JIOTMHOB M
naposeil. Ha anrmuiickom s3bike phishing unraercsa xak ¢umunar (ot fishing - priOHast 0B,
password - mapoib).

OcHOBHBIE COBETHI TI0 O0pHOE ¢ PUIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaemib, YTO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca o0 3TOM
KaK MO>KHO CKOpEe;

2. Ucnonb3yii 6e30macHble BEO-CalThI, B TOM YUCIE, UHTEPHET-MAara3nHOB U OUCKOBBIX
CHCTEM;

3. Hcnonp3yil crnoxHble U pa3Hble mapond. Takum obpazom, ecnu TeOs B3IOMAIOT, TO
3JI0YMBIIIUIEHHUKH TTOJTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHITIO B CETH, a HE KO BCEM;

4. Ecnu TeOst B3IIOMaJIH, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no6aBneHsbl y TeOs B APY3bsIX, O TOM, 4TO T€Os B3JIOMANX M, BO3MOKHO, OT TBOEIO UMEHH OyleT
pacchUIaThCs CIIaM U CChUIKH Ha (DUIITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbii naposb (PIN) Ha MoOmibHBIN TenedoH;



6. OTKIIIOUM COXpaHEHUE MapoJs B Opayzepe;

7. He oTkpsiBaii (haiiipl U Apyrue BIOKEHHUS B MHChMAaX, a)Xe €CIU OHU MPUIIUTH OT
TBOUX Jpy3el. JIyulie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3Tu (ailibl.

[udposas penyramms

Hudposas permyranusi - 3TO HETaTHBHAs WM MO3UTHUBHAs MHQOpMAIUs B ceTH O Teoe.
Komnpomerupyromas nHpopmanus, pasMelieHHas B UHTEPHETE, MOXET CEpbe3HBIM 00pa3oMm
OTpa3HWThCS HAa TBOEH peanbHOU )u3HM. "[ludpoBas pemyrarus" - 3T0 TBOH MMHJK, KOTOPBIHA
dbopmupyeTcst u3 HHPopMaluu o Tede B UHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX - BCE 9TO HAKATUIMBAETCS B CETH.

MHorue noapoCTKy JErKOMBICIEHHO OTHOCSITCS K IMYONUKAIMU JIMYHOW MH(OpMalUU B
WuTepHere, HE TOHKMMAas BO3MOXKHBIX MOCHENCTBUM. ThI 1a)ke HE CMOXKeEIb JOrajarbCsi O TOM,
410 (poTorpadus, pasMenIeHHas 5 JIeT Ha3a/l, cTajxa IPUIHHOM 0TKa3a MPHUHATH Te0s Ha paboTy.

Kommenrtapum, pazmerienne TBoux Gotorpaduii U Ipyrue 1eHCTBUS MOTYT HE UCUE3HYTh
Jla’ke MOCJIe TOT0, KaK Thl UX yAalulib. Tkl HEe 3Haelllb, KTO COXpaHHWII 3Ty HH(OpMaILIKIo, onaia
JU OHa B TIOMCKOBBIE CHUCTEMBl M COXpaHMWJIACh JIM OHA, a IJIaBHOE: YTO MOAyMarT O Tebe
OKpY’KaloIue IO, KOTOpble HAWIyT M YBUAAT 3T0. HaliTh mH(MOpMAIUI0O MHOTO JIET CITyCTS
CMOXET JII00OH - Kak M3 J0OpBIX MOOYXIEHUM, Tak U ¢ HAMEPEHHEM NPUYMHUTH Bpeld. DTO
MOKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 110 3alIUTE HU(POBON peryTaIiu:

1. Momymaii, mpexxae 4eM YTO-TO MYyOJHMKOBaTh W IeperaBaTh y ceOs B Onore wid B
COLIMAJIbHOM CETH;

2. B Hactpoiikax npoduisi yCTaHOBU OTPaHUYEHHS HA MPOCMOTP TBOETO MPO(UIISL U ero
COJIEP’)KMMOT0, CAENAN €ro TOJIBKO "I Apy3en';

3. He pasmemaii u He yka3biBail WHGOpPMAIUIO, KOTOpask MOXKET KOTO-THO0 OCKOPOISATH
WA OOMXKaTh.

ABTOpPCKOE MpaBo

CoBpeMeHHbIE IIKOIBHUKHY - aKTUBHBIE TIOJIb30BaTeIH IU(poBOro mpoctpaHcTsa. OaHaKo
JIAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOYKHOCTSMH ILIU(PPOBOr0 MUpa TpeOyeT
COOJTIO/IEHHS TTPaB HA MHTEJICKTYaIbHYIO COOCTBEHHOCTb.

TepMuH "WHTEIUIEKTyabHasi COOCTBEHHOCTH" OTHOCHTCS K pPa3IWYHBIM TBOPEHUSM
YeJI0BEUYECKOro ymMa, HaunHasi ¢ HOBBIX M300peTeHUll U 3HaKOB, 0003HAYAIOUINX COOCTBEHHOCTD
HA TPOAYKTHI W YCIyrd, W 3aKaH4duBas KHUramu, QortorpadusmMu, KUHOPWIEMAMU W
MY3bIKaJIbHBIMU TTPOU3BEACHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JTIUTEPaTypbl U UCKyCCTBA. ABTOPCKHE IIPaBa BHICTYNAIOT B KaUECTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaIbHbIN/TBOPYECKHI TPYX aBTOpa He OyleT HampacHBIM, JacT €My CIpaBeIJIHBBIE
BO3MOKHOCTH 3apa0oTaTh Ha pe3ylbTaTaX CBOETO TPYy/a, MONYYUTh W3BECTHOCTh W MpPHU3HAHHE.
Huxkro 0e3 paspernieHus aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEACHUE, PACTIPOCTPAHSATS,
myOJIMYHO JIEMOHCTPUPOBATh, MpPOJaBaTh, HWMIIOPTUPOBATh, MYCKAaTh B IMPOKAT, MyOIMYHO
UCTIOJIHAT, TOKa3bIBATh/MCIIONHATH B A(Hpe WiIu pa3memaTs B THTepHeTE.

Hcnonp3oBanue "muparckoro” mporpaMMHOIO 00ecredeHus] MOKET MPUBECTH K MHOTHM
pUCKaM: OT TOTEpU JaHHBIX K TBOMM aKKayHTaM 10 OJOKMpPOBKHM TBOEro YyCTpOMCTBa, rie



yCTaHOBIICHA HeJleranbHas nporpamma. He ctouT Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETaJbHBIE
1 OecrulaTHbIe MPOrpaMMBbl, KOTOPbIE MOXKHO HAalTH B CETH.

O noprane

CereBnuOK.p( - TBOM ITIaBHBIN COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30IaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM $I3bIKOM, a IIPU BOSHUKHOBEHUU KPUTUYECKOM

CUTYyalluu OOpATUTHCS 32 COBETOM. A TaK)Ke MPUHATH y4acTUE B KOHKYPCAX M CTaTh CaMbIM
IU(PPOBBIM TPaKIAHUHOM !



